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@ y4pekaeHHe BBICIIEro 00pa30oBaHus
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Pabouas nporpamma aucuuruinesl "HHGOpManmonHas 6e30macHOCTh U 3amuTa HHGOPMAUH'" 110 HAIPaBICHUIO
noarotoBky (crnenuansaocti) 02.03.02 "dynnameHTanbpHas nHGOpMAaTHKA U HHPOPMAITHOHHBIE TEXHOJIOTHH"
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4. O0beM AUCIUTIUIAHBI (MOTYJIs)
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y4pekaeHHe BBICIIEro 00pa30oBaHus
«Yensbunckuit rocynapcrBenHsiil yausepcurer» (PI'BOY BO «Henl V)

MIMHOBPHAYKHU POCCHU
@” denepanbHOE TOCYIapCTBEHHOE OIOIKETHOE 00pa30BaTeIbHOE

Pabouas nporpamma aucuuruinesl "HHGOpManmonHas 6e30macHOCTh U 3amuTa HHGOPMAUH'" 110 HAIPaBICHUIO
noarotoBky (crnenuansaocti) 02.03.02 "dynnameHTanbpHas nHGOpMAaTHKA U HHPOPMAITHOHHBIE TEXHOJIOTHH"
HanpaBJIeHHOCTH (poduiro) MaTemMaTHdecKue U aJrOpUTMHYECKAE OCHOBBI HHTEIUIEKTYanbHBIX ciucteM T BOY
BO «Yenl'Y»

crp. 3

1. IEJIX OCBOEHUA N CHUIIJINHBI

OcHoBHas [CJIb — 3TO BOOPYKCHNUEC KOHKPCTHBIMU 3HAHUAMHA U YMCHUSMH, JAIOIIUMHU BO3MOXXHOCTb KBaJ’II/I(bI/IHI/IPOBaHHO

OCYHICCTBJIATH Hpoq)eCCHOHaHLHyIO JCATCIIBHOCTD.

Pe3yJ'H)TaTI)I 06yquI/1;1 110 TUCOUTITMHE HAITPABJICHBI HA JOCTUKCHUEC CICAYIOIUX HHINKATOPOB:

YK-2.1. leMoHCTpHpYeT 3HAHHE TEOPETHUESCKUX OCHOB IPHHATHS PEICHHH B cepe YIpaBIeHHs IPOSKTaMU.

VK-2.2. BRISBIET M aHATM3HPYET Pa3IMIHBIC CIOCOOBI PEIICHHS 3a/1a4 B paMKaXx IeJIM POEKTa U apTyMEHTHPYET UX

BEIOOD.

YK-2.3. leMoHCTpHpYeET CITIOCOOHOCTE MMPOSKTHPOBATH PEIIeHIEe KOHKPETHOH 3a1a4M IPOEKTa, BRIONpAs ONTUMAIBHBIN

CTI0Cco0 ee pelIeHNs, HCXOAs U3 ACHCTBYIOMIX IPABOBBIX HOPM M MMEIOIMINXCS PECYPCOB U OTpaHIMUYCHUH

ITK-3.1. [leMoHCTpHpPYeT METOABI M CPEACTBA IIPOSKTHPOBAHMS IIPOTPAMMHOTO 00ECIeYeHHs, CTPYKTYP JaHHBIX, 0a3

JAHHBIX, IIPOTPAMMHBIX HHTEP(}EHCOB.

ITK-3.2. YMeer pa3pabaTsBaTh TPEOOBAHUS K IPOTPAMMHOMY IIPOAYKTY, IPUMEHATH METO/IBI M CPEJICTBA IIPOCKTHPOBAHUS

MPOrpaMMHOTO OO€cIIeueHH s, CTPYKTYp JaHHBIX, 0a3 JaHHBIX, IPOrpaMMHBIX HHTEp(]EHCOoB.

I1K-3.3. BnageeT HaBBIKAMU IIPOEKTUPOBAHHS IPOTPAMMHOT0 00eCIeUeHus, CTPYKTYp JaHHBIX, 0a3 TaHHBIX, IPOrPAMMHBIX

unTepdericos.

VYK-10.1. Umeer npencTaBicHue O COACPKAHUU TOHATHH «IKCTPEMHU3MY, «TEPPOPU3M», OCHOBHBIX (POPMax HX MPOSBICHUS

" IIOCJIICACTBUAX.

YK-10.2. meeT npencraBieHre O COICPIKaHUHU MOHATHS «KOPPYIIUOHHOE MOBEACHHEY, pa3rPaHMYNBACT KOPPYIIIHOHHEIC

H CXO0KHUEC€ HC KOPPYIIIUOHHBIC ABJICHHUS B Pa3JIMIHBIX C(bean KU3HU 06H.I€CTBa.

VYK-10.3. Opranuzyet npodeccHOHaIbHYIO CPEY, OMHPAsiCh HA STHYCCKUE U TPABOBBIC HOPMBI TOBEICHHS,
MPETSATCTBYIONIHNE TPOSIBICHUSM IKCTPEMU3Ma, TEPPOPH3Ma, (POPMHPOBAHUIO KOPPYIIIIMOHHOTO TOBEIACHUSI.

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OIIOII

Ik (paznen) OITOIT: b1.B.1.07

2.1 TpeOoBaHusl K NpeIBAPUTEIbHOI MOATOTOBKE 00y4aI0IIErocs:

[IpaBoBenenue

ApXI/ITeKTypa BBIYHCIIMTCIIBHBIX CUCTEM

I/IHTepHeT-TeXHOJ'IOFI/II/I

OmnepanoHHbIE CUCTEMBI

HNudopmarnka

2.2 TMCOMILTHHBI M IPAKTUKH, JJI1 KOTOPBIX OCBOEHUE TAHHOI JUCHHILITMHBI (MOYJIs1) HEOOXOIHMO KaK

TpeanIecTBYIONIEe:

[IporpaMMHas uHxeHepus

3. KOMIIETEHIIMH OBYYAIOIIEI'OCs, ®OPMHUPYEMBIE B PE3YJIbTATE OCBOEHUA JUCHUATIIMHBI

(MOZY.JIA)

YK-2: CnocoGen onpeaeasiTh KpYr 3aa4 B paMKax NMOCTABJIEHHOI 1[eJI U BLIOMPATh ONTUMAJIBHBIE CIIOCOObI HX

peLIeHHs, HCX0AS U3 el CTBYIOIIUX NPABOBBIX HOPM, HMEIOIIMXCS PECYPCOB U OrPaHUYCHUMH

3HaTh:

s noctmxenns YK 2.1: ocHOBBI HH(OPMAITMOHHOM 0€301TaCHOCTH U 3alTUTH HHOPMAINH B chepe YIpaBIeHHUS

MPOEKTaMHU

YMmers:

Jlis moctmxenns YK 2.2: BRISBIATS U aHATU3HPOBATh PA3IMIHBIC CHOCOOBI peIIeHHs 3a/1a9 HH(OPMAIMOHHOIH

6e30MacHOCTH M 3aLIUThl HHPOPMALMK B paMKaXx e MPOeKTa U 000CHOBBIBATh UX BBIOOP

Baanernb:

Jns noctmwkenust YK 2.3: HaBbikamu obOecrnieueHust ”HQOpMAaIMOHHO 0€30NMacHOCTH MPH PEUICHNH 3a]a4 MPOeKTa, BEIOUpast

ONTHUMAIIbHBIH CII0OCO0 34U ThI I/IH(bOpMaHI/II/I, HUCXOJ4 U3 HeﬁCTBy}OHlHX MMPaBOBBIX HOPM U UMCIOIINUXCA PECYPCOB

IK-3: CnocoGHocTh K pa3padoTke TpeOOBaHUI U NPOCKTHPOBAHHIO IPOIPAMMHOI0 00ecieYeHHs HA OCHOBE
NpHMeHeHHUsl 0230BbIX MATeMAaTHYeCKUX 3HAHUN 1 MH(OPMAIMOHHBIX TEXHOJIOTHIi NPH pellIeHHH NPOEKTHO-

TEXHUYCCKUX U MPUKJIATHBIX 3a1a4
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Pabouas nporpamma aucuuruinesl "HHGOpManmonHas 6e30macHOCTh U 3amuTa HHGOPMAUH'" 110 HAIPaBICHUIO
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3HaTh:

Jisa moctmxenns I1K-3.1: MeTos! M cpencTBa MPOEKTHPOBAHHS IIPOTPAMMHOTO 00eCTIeUeHIs, CTPYKTYP JaHHBIX, 0a3
JAHHBIX, TIPOTPAMMHBIX HHTEp(deiicoB

YMmerh:

Jnsa npoctmwxenust [1K-3.2: pazpabaTeiBaTh TpeOOBaHUS K IPOrPAMMHOMY MPOAYKTY, TPUMEHATH METOIBI U CPEICTBA
MPOEKTUPOBAHMUS IIPOIPAMMHOTO 00ECTICUCHHS, CTPYKTYP AAHHBIX, 0a3 JaHHBIX, IPOTPAMMHBIX HHTEp(EHCcoB

Baanernb:

s moctmxenns [1K-3.3: HaBbIKaMu MPOSKTUPOBAHUS IPOTPAMMHOTO 00ECIICUeHNs], CTPYKTYP IaHHBIX, 0a3 TaHHEIX,
MPOTPaMMHBIX HHTEPPEHCOB

YK-10: CnocodeH ¢opmMupoBaTh HeTePpNUMOE OTHOLIIEHHE K MPOSBJICHHUSIM 3KCTPeMH3Ma, Teppopu3mMa,
KOPPYNIIHOHHOMY NOBEIeHHIO H MPOTHBOAEHCTBOBATH UM B NMPodecCHOHANILHOI AesTeIbHOCTH

3HaTh:

Jis noctmxenns YK-10.1: metoas! nHGOPMAIIHOHHONM 6€30MaCHOCTH B c(hepe MPOTUBOJACHCTBUS SIKCTPEMHU3MY U
TeppopU3My

YMmern:

Jsa noctmxenns YK-10.2: mpoTHBOAEHCTBOBATh SKCTPEMH3MY M TEPPOPU3MY B HH(POPMAIIHOHHOM cpeJie

Baanernb:

Jns moctmxenns YK-10.3: HaBbIKaMu 3a1UTHI HHG)OPMALUH OT MPOSBICHUIN SKCTPEMHI3Ma 1 TEPPOPH3MA

B pe3yibTaTe 0cBOeHUS JUCHMILINHBI 00yYaIOLIUICS J0JKEeH

3.1 |3narn:

3.1.1 | TeopeTH4ecKre OCHOBBI IPUHSTHUS PELICHUH B MH(GOPMAMOHHOH 6€30I1aCHOCTH | 3aIIUTE HH(POPMAIIHH.

3.2 | YMmeTh:

3.2.1 | BBIABIIATH U aHAIM3UPOBATH PA3TIMYHBIE CIOCOOBI pelIeHNs 3a1a4 HH(POPMAIMOHHOH 6e30I1aCHOCTH | 3aIUTHI
nH(pOpMAIMY B paMKaXx LeTH MPoeKTa U 000CHOBBIBATh UX BHIOOP.

3.3 | Bnagern:

3.3.1 | HaBbIKaMu obOecrieueHnst HHGOPMAIIMOHHON 0€30MIaCHOCTH IIPH PEIICHHUH 3aa4 IPOSKTa, BEIOHpast
OIITUMAJIBbHBIH CIIOCO0 3alUThl MHYOPMALUK, UCXOAS U3 ACHCTBYIOIMX MPABOBBIX HOPM U HMEIOLINXCS

pecypcoB.
4. OFBEM JUCIIUIIJIMHBI (MOY JIS)
O6wwasa TpyaoemKocTb 23ET
YacoB 1o yueOHOMY IJIaHy : 72 Bunpl KOHTpONS B cemecTpax:
B TOM 4HCJIE
AyIUTOPHBIE 3aHATUS : 44 3a4ueThl 6
camocTosTenpHas pabora : 27,8

KOHTaKTHas paborta: 44,2

HKP: 0,2
5. CTPYKTYPA U COAEP)KAHUE JTUCHHUIIJIMHBI (MOIYJIS)
Kox HaumeHoBaHMe pa3/ieJioB U TeM /BU 3aHATHS/ Cemect | YUacoB JlutepaTtypa
3aHATH p / Kype

Paznen 1. IllpaBoBas ocHoBa MHGOPMaIIMOHHOI 0e301aCHOCTH
HH(OPMALMOHHBIX CHCTEM
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denepanbHOE TOCYIapCTBEHHOE OIOIKETHOE 00pa30BaTeIbHOE

«Yensbunckuit rocynapcrBenHsiil yausepcurer» (PI'BOY BO «Henl V)

Pabouas nporpamma aucuuruinesl "HHGOpManmonHas 6e30macHOCTh U 3amuTa HHGOPMAUH'" 110 HAIPaBICHUIO
noarotoBky (crnenuansaocti) 02.03.02 "dynnameHTanbpHas nHGOpMAaTHKA U HHPOPMAITHOHHBIE TEXHOJIOTHH"

HanpaBJIeHHOCTH (poduiro) MaTemMaTHdecKue U aJrOpUTMHYECKAE OCHOBBI HHTEIUIEKTYanbHBIX ciucteM T BOY otp- 3
BO «Yenl'Y»

1.1 [penmer, nenu u 3anaun AUCHHAILIHHEBL «HDOpMaIOHHAsT 6€30MTaCHOCTD 6 2 JIT.1JI1.2J12.1
1 3amuTa uHpopmanum». OCHOBHBIE ONPEAETIECHUS U TIOHSATHSL. 2.2
O6mas npo6yieMa nHPOPMAIIMOHHOHN 6€30MaCHOCTH HHPOPMAITUOHHBIX 21
cucrem. JloktpuHa nHGOpMaoHHOH O6e3omacHocTH PO.

Opranbl, o0ecrieurBaroe HalMOHAIBHYIO 0e30macHoCTh PD, menu,
3amaun. HarmoHanbHelie wHTEpechl PP B nHMOpMaIMoOHHO# chepe.
IIpropuTeTHBIC HaNIPaBICHHU B 00JIACTH 3aIIUTH HHQOpPMAIIHH.
Tennenuu pa3BUTHSA HHGOPMAITHOHHON IONMUTHKH TOCYIapCTB U
BeAoMCTB. ['ocynapcTBeHHas TaitHa. [IpaBoBoe obecrieyeHne 3aiuThl
nHdopmanuu. /Jlex/

1.2 IIpaBoBas ocHOBa HH(POPMAITMOHHOW O€30MaCHOCTH HH)OPMAITHOHHBIX 6 3 JIT.1JI1.2J12.1
cucrem. /Cp/ 2.2

€)!
Pa3gen 2. TexHosioruyeckue OCHOBbI HH(OPMAIIOHHO¥
0e3onacHocTu. OCHOBHbIE MIOHSTHSI U ONIPe/ieJIeHHsI.

2.1 [Monsarue napopmanmu, HHHOPMATH3ANNH, HHPOPMAIIMOHHBIX CUCTEM U 6 1 JIT.1JI1.2J12.1
CMEXHBIX C HUIMHU: HH(OPMAIIMOHHAS 0€30I1aCHOCTh, HHPOPMAIIMOHHAS J12.2
BOMHa, HH(OpMaLMOHHAas arpeccus, HHHOPMAIHOHHOE OPYXKHUE, €
HH(pOpPMANMOHHBIE IPOLIECCH], HH(POPMAIMOHHAS CHCTEMA,
nHdopmannoHHas chepa. [loHsaTHe aBTOpa N COOCTBEHHUKA
nH(pOpManNH, B3aHMOJICHCTBHE CYOBEKTOB B MH(POPMAIMOHHOM OOMEHE.
3amura nHpopMaNuy, TaliHa, CPEICTBA 3aIIUTH HHPOPMAIIUH, YTPO3BbI
oTIpeIieNieH s, corocTapieHue. /JIex/

2.2 TexHOJIOTHYECKHE OCHOBEI HH(pOpMannoHHOH 6e3onacHOCTH. OCHOBHEIE 6 3 JI1.1 JI1.2J12.1
noHsaTus u onpenenenus. /Cp/ J2.2

21

2.3 TexHoMOTHYeCKHe OCHOBBI HH()OPMAITHOHHON Oe30macHocTH. /J1a6/ 6 2 JIT.1J12.1

31
Pazgen 3. O6memerononornyeckue NPpUHIHUIbI TEOPHUHU
MH(OPMaLMOHHOI 0e30acHOCTH

3.1 Oransl pa3BuTHs HHHOPMAITHOHHOH 6€301aCHOCTH. 6 2 JI1.1 J11.2J12.1
Jran KOMIUIEKCHOM 3aIl[UThI. J12.2
TpeboBaHMS K cCHCTEME 3alIUTH HH(POPMAITHH. )|
INoxazatenn nH(GOpPMALUH: BaXKHOCTH, ITOJTHOTA, aJICKBATHOCTH,

PENEBaHTHOCTD, TOJIEPAHTHOCTb.
KommiekcHOCTb: 1ieneBast, HHCTpyMEHTallbHasl, CTPYKTypHas,
(byHKIIMOHABHAS, BpeMeHHas. /JIex/

32 O01meMeTo10I0THYeCKHE TIPHHIIUTIB TEOPUH HHPYOPMAITHOHHOH 6 3 JIT.1JI1.2J12.1

6ezomacuoctu. /Cp/ 2.2
91

33 OO01IEeMeTo10JI0THYECKHUE PHHIUIIBI TEOPUH HH(POPMAIIMOHHOK 6 4 JIT.1JI2.1
6e3zomacHocTu. /J1ab/ 31
Paznen 4. Knaccupukanus u ananu3 yrpo3 mH¢popManuoHHoi
0e3omacHoOCTH

4.1 [onsarue yrpossl. Buasl yrpo3. Tpu Haubosnee BbIpakeHHbBIE YIPO3bI: 6 1 JI1.1 J11.2J12.1
[TonBepEHHOCTh (PU3HMYECKOMY HCKAKESHHIO WITH YHUYTOXKCHUIO. J2.2
B03MO0XHOCT HECAHKIIMOHMPOBAHHOM (CITydaifHOM nin o1
37I0yMBIIUICHHON) Mogudukammu. OmacHOCTh HECAHKITHOHUPOBAHHOTO
(cimyqaifHOTO W ITpEeHAMEPEHHOT0) MOJIYYCHHsST WH(POPMAIMH JTHLIAMH,

JUT KOTOPBIX OHA He IperHa3HayeHa. XapaKTep MPOUCX0KICHHS yTpo3:
YMBIIIIEHHBIE (PAKTOPHI, €CTECTBEHHBIE (haKTOPHL. MICTOUHHKH yrpo3.
[pennochUIKY MOSIBICHUS YIPO3: 0OBEKTUBHBIC, CYyObEKTHBHBIC. /JIeK/
4.2 Knaccudukarus u anaau3 yrpo3 nHbopMannonHnoit 6esonacuoctu. /Cp/ 6 3 JI1.1 J11.2J12.1
J12.2
€]

43 Knaccupukanus u ananus yrpo3 HHGopManuoHHOH 6 4 JI1.1J12.1

6ezomacHoctu. /J1a6/ 31

© ®I'BOY BO «Henl'V»




denepanbHOE TOCYIapCTBEHHOE OIOIKETHOE 00pa30BaTeIbHOE

\, MUMWHOBPHAYKHN POCCHUU
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BO «Yenl'Y»
Paznen S. [lpyuuHbl, BUABI, KAHAJIbI YTEYKH U UCKAKEHUSI
uHpopManuu
5.1 Tpu MeTOJ0JOTMYECKUX MOIX0a K OLIEHKE YA3BUMOCTH HH(OPMAIIH: JI1.1 J11.2J12.1
SMITUPHUUYECKUH, TEOPETHUECKUN U TEOPETUKO-IMITUpHUIECKU. Mozernsb J2.2
3aTpaT, pa3paboTaHHAas CIEIMATNCTaMH aMepUKaHCKoil pupmbl IBM. o1
Mogenb 3aIUThl - MOJETb CUCTEMBI C IIOJIHBIM MEPEKPBITHEM.
INocnenoBaTenbHOCTD PELICHHS 33/1a4 3AIIUTHI HH(pOpMAIIWH.
OyHraMeHTaIbHBIE TPEOOBaHNS, KOTOPHIM JTOJDKHEI YIOBICTBOPSTH TE
BBIYHCIIUTENBHBIC CHCTEMBI, KOTOPBIE HCTIOJIB3YIOTCS AT 00paboTKH
KoH(puaeHunanpHo# nHpopmannu. Kinaccupuranus
ABTOMATH3UPOBAaHHBIX CUCTEM M TPeOOBAaHUIA IO 3aIiTe HHPOPMAIIHH.
®DaxTOpHI, BIMUAIONIAE HA TPeOYyeMbIH YPOBEHb 3aIUTHI
uadopmanuu. /Jlex/
5.2 [TpuynHbI, BUABI, KaHAIbBI YTEUKU U UCKakeHHs nHpopmanuu. /J1ab/ JI.1J12.1 J12.2
91
Paznen 6. @yHkuuu 1 3a1a4u 32Tl HHGOPMAIIUK
6.1 Mertoabl popmupoBanus HyHKIHA 3auThl. COKpHITHE HHPOPMAIIMU O JIT.1JI1.2J12.1
CpencTBax, KOMIUIEKcaX, 00BeKTax M cHcTeMax 00paboTKN HH(POPMAIIHH. 2.2
Je3undopmarus npoTuBHUKA. JlerenaupoBanue. Brenenue €)!
M30BITOYHOCTH DJIEMEHTOB CHCTEMBI. Pe3epBrUpoBaHHE JIEMEHTOB
cHcTeMBI. PerynmipoBaHue T0CTya K 3JIeMEHTaM CHCTEMBI 1
3amumaeMoi nHopmanun. Perynuposanue UCIIOIB30BaHUS JIEMEHTOB
CHCTEMBI U 3aluiaeMoil napopmanuu. MackupoBKa HHOOPMAIHH.
Perucrpanns cBenenuii. YHnaTOXKEHHE HHpOpMamu. OdecrieueHne
curHanu3amu. /Jlex/
6.2 DyHKIMY 1 3a7249u 32U Thl nHGopMarwn. /Cp/ JIT.1JI1.2J12.1
2.2
21
6.3 DYHKIMY ¥ 3372490 3aIIUThl HHGopMary. /J1ad/ JI1.1 J11.2J12.1
31
Pazgen 7. Kpunrorpaguyeckue MeTobl 3alMThI HHPOpMaLH
7.1 Knaccugukanus kpunrorpa@uaeckux MeToI0B. Tpa uIInOHHbIC JIT.1JI1.2J12.1
(cuMMeTpHYHBIE) KPUIITOCUCTEMBI. BlIOKOBEBIE U TOTOYHBIE MU (PHI. 2.2
CTOMKOCTh KPUITOCHCTEM. AMEPUKAHCKUN CTaHAAPT MIM(QPOBAHUS 21
nmaaHeIX DES. OTedecTBEHHBIH CTaHAAPT KPUITOTPApHISCKON 3aITUTHI
I'OCT 28147-89. AcumMeTpH4HbIE KPUIITOCUCTEMBL. MarteMaTHaeckue
OCHOBBI KpunTorpaduu ¢ OTKphITEIM KitouoM. Kpunrocucrema RSA.
Kpunrocucrema Db Namans. Kpuntocucremsl 0e3 epeadn KITrodeH.
VYupasnenue kmodaMu. MeTo bl TeHepaui, XPaHSHNS U PacTIpeeIeHHs
kimoueid. [IpoTokosel ynpasnenus kiouamu. MHPpacTpyKTypa OTKPHITHIX
kiroueit. LHiudpossle cepTuHUKaTHL. DICKTPOHHAS HU(PPOBasi IIOAIICH
(OUIT). OnaoHnanpasieHHas X3I-QYHKIW. /JIex/
7.2 ITpyauHbL, BUIBI, KaHAIB YTEUKN B MCKaxeHus nHpopmarw. /Cp/ JI1.1 JI1.2J12.1
2.2
21
7.3 Kpunrorpadudeckne MeTo b 3amuThl nHGopMaruu. /Cp/ JI1.1 J11.2J12.1
J12.2
€)!
7.4 Kpunrorpapuueckue meto s 3anutsl nHGopmaru. /J1ab/ JI.1J12.1
91

Pa3gen 8. Metoabl 3a1IMThI OT HECAHKLIMOHUPOBAHHOI'O A0CTYNA K
HH(poOpMaINU U TeXHUYECKHM pecypcam ceTei
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8.1 Unentudukanus u ayreHTUGUKAIHSI 00BeKTOB ceTH. nenTudukanus u 6 1 JIT.1JI1.2J12.1
MIOATBEPKIEHNE [TOATMHHOCTH NoJb30BaTenel cetu. [Ipumenenue J12.2
napoJjieli 1 ONOMETPHYCCKUX CPEACTB ayTCHTU(HKALIUH TI0JTb30BATEIICH. 21
ITpoToKOJIBI B3aNMHOM IPOBEPKH TTOTHHHOCTH OOBEKTOB CETH.
MexcereBoe SKpaHHpoBaHue. [IpHHIUIIBI TOCTPOCHHUS H
(hyHKIIMOHUPOBAHUS MEXCETEeBBIX FKpaHOoB (MD). Kimaccupukanus M.
OCOOCHHOCTH MEKCETEBOTO SKPAaHHUPOBAHUS HAa PA3IMIHBIX YPOBHAIX
monemn OSI. ObecriedeHre eT0CTHOCTH HHPOPMAIIUH.
Ayrentudukanus napopmannu u I coobmeHmii.
OpHoHanpaBieHHbIE XAII-(QYHKIMA. KOIBI IPOBEPKH MMOTHHHOCTH
nHpOpManHH.
Cpencrsa aHTHBHPYCHOM 3amuThl. Kitaccudurkanust BUpYCOB U CpeICTB
3alIUThl. BUaBI aHTUBHPYCHBIX MPOTPAaMMHBIX IPOJYKTOB.
XapakTepHucTHKa HanooJiee MOMyISIPHBIX aHTHBUPYCHBIX TTaKeToB. /JIek/
8.2 MeTo/p! 3aIIUTH OT HECAHKIIMOHNPOBAHHOTO JOCTYNA K MH)OPMAIIIH U 6 3,8 JI1.1 JI1.2J12.1
TEeXHUYIECKUM pecypcam cereit. /Cp/ 2.2
21
8.3 MeTo/pI 3aLIMTH OT HECAHKIIMOHUPOBAHHOTO JOCTYIa K HH)OPMALUH U 6 4 JI1.1J12.1
TEXHUYECKUM pecypcam ceted. /J1ab/ 21
Pa3znen 9. ApxuTekTypa ¥ MeTO/Ibl OPraHU3alUH CHCTEM 3alUThI
HHpopManun
9.1 ApxuTeKTypa cucTeMsl 3amuTsl nHpopmarmu (C31). Dtansl cozgaHus 6 1 JI1.1 J11.2J12.1
C3U. Bugst obecnieuenuss C3U. [Mpunuumnet pazpadborku C3U. J2.2
Criennanu3upoBaHHEIE IPOTPaMMHO-aMIIapaTHRIE CPEICTBA 3aIIUTHI €]
naopmannu. CpeacTBa 1 MEXaHU3MBI 0OeCTIeueHUs 0€30I1acCHOCTH
cereBoro obopynoBanus Cisco systems. CepBepsl 1ocTymna
(opanamayaper) Cisco ASAS500. CpenctBa oOHapyKEHHSI BTOPIKCHHIHA
IDS 4200. /Jlex/
9.2 ApXUTEKTYpa U METOJIbl OpPraHU3aIMU CUCTEM 3aIIUThI 6 3 JI1.1 JI11.2J12.1
uadopmanuu. /Cp/ J12.2
21
9.3 ApXHUTEKTYpa U METOJIbl OPTraHU3AI[MH CUCTEM 3AIIUTHI 6 4 JIT.1J12.1
nHpopmaruu. /J1ab/ 21
Pa3nen 10. Unas konTakTHasi padora
10.1 | VaauBuIyambHBIE KOHCYIBTANH, TEKYNi KOHTpos. /KP/ 6 0,2 JI1.1J12.1 J12.2
€)!
6. POHJI OHEHOYHBIX CPEJIACTB
6.1. ITepeyeHb BH/1I0B OLICHOYHBIX CPEACTB
1. CamocrosTenbHas padoTa B (hopMe JOMAIITHUX PaboT
2. [TpoBepka MOHATHIHOTO ammapara (0mpoc)
3. Yyactue B KOH(EpeHIIH
4. KoMnbpOTepHOE TECTUPOBAaHUE
6.2. TunoBble KOHTPOJIbHBIE 32JaHUA U HHbIe MATePHAJIbI /Il TeKyLIel aTTecTaluu
1. Kakue MeponpusaTus ¢ UCIOJb30BaHUEM MACCUBHBIX TEXHUYECKUX CPEICTB MO3BOJIIIOT 3aKPBIBATh KaHAJbI

yreuxu nHdopmanuu?

A) Jloxanu3zanyst U3Ty4eHnH;

B) IIpocTpancTBeHHOE 3alIyMIICHHE;

B) PasBs3biBanne MHGOPMAIMOHHBIX CUTHAJIOB;
I') JIuneiinoe 3antymieHue;

1) YHHuTOXKEHHE 3aKJIaHBIX YCTPOUCTB.

2. Kakuie 13 TeXHUYECKUX KaHAIOB YTeUKHd WH(GOpPMAIMHA OTHOCATCS K pedyeBo WHpopManmu?
A) DIEKTPOMarHUTHEIE,

b) Bubpaunonssie;

B) OnTuko-31neKTpOHHBII;
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I') DnexTpudecKuii.

3. OCHOBHBIE Yrpo3bl JOCTYIHOCTH UH(OPMaLNH:
A) HeTIpeTHaMepEHHbIEC OIIMOKH TOTb30BATEINeH;

b) xakepckas araka,

B) oTka3 mporpaMMHOro U anmnapaTHoro ooecrieyeHus;

I') mepexBat gaHHBIX.

4. [IpuHIMnUagbHOE OTIMYME MEKCETEBBIX dKpaHOB (MD) oT cucteM obHapyxeHus atak (COB):

A) MD 6butn pa3paboTaHbI A1 aKTUBHON MM ITACCUBHOM 3amuThl, a COB — 111 aKTHBHOTO MITH ITACCUBHOTO OOHAPYKEHHS;
B) M3 6p1n pa3paboTaHBI U aKTHBHOTO MM ITACCHBHOTO 0OHapyxeHus, a COB — i1 akTHBHO# MIIM TAaCCHBHOM 3aIIINTEI;
B) MD paboraror ToIpKO Ha ceTeBoM ypoHe, a COB — eme u Ha (pU3HIECKOM.

5. ITox yrpo3oii ynajneHHOTO aJAMUHHCTPUPOBAHUS B KOMIIBIOTEPHON CETH IMOHMMAETCS yrposa ...
A) HECaHKIIMOHNPOBAHHOTO YIPABICHHUS yAATCHHBIM KOMIIBIOTEPOM;

b) BHepeHUs arpecCUBHOTO MIPOTPaMMHOTO KOJ]a B paMKaX aKTHUBHBIX 00bekTOB Web-cTpaHuIr;

B) nepexBara miy NoAMEHBI JaHHBIX Ha MYTSIX TPAHCIIOPTUPOBKU

BMEIIATENHCTBA B JINUHYIO KHU3HE;

I') mocraBku HEIPUEMIIEMOTO COACPIKAHNUS.

6. Haubouee 3¢ dekTHBHOE CPEACTBO JUISI 3allIUTHI OT CETEBBIX aTak?

A) Hcrions30BaHue CETEBBIX AKpaHOB WK «firewally;

B) Vcnonp30BaHKe aHTUBHUPYCHBIX POTPaMM;

B) Iocemenne Tonbko «Han&xHbIX» MHTEpHET-Y3710B;

I') Mcionrp30BaHme TOJBKO CEPTUGHHUIHPOBAHHEBIX IIPOTPaMM-0pay3epoB IpH JTocTyme k cetn IHTepHeT.

7. WHdopmanus, COCTaBIAIONIAs TOCYIaPCTBEHHYIO TaifHy HE MOXKET UMETh TpU(...
A) «1Is1 CITYKeOHOTO TOJIE30BaHHS»;

B) «cexperHO®;

B) «coBepiIeHHO CEKPETHOY;

I') «0co00it BaKHOCTHY.

8. Pazmensr coBpeMeHHO KpunTorpadum:
A) CuMMeTpHUYHBIC KPUIITOCUCTEMBI,

B) KpunrocueTeMsl ¢ OTKPBITEIM KITIOYOM;

B) KpunrocucreMs! ¢ gy0IupoBaHAEM 3aIIUTEI;

I') Cucrembl 37€KTPOHHON TOIHCH;

J1) Ynpasienue naposisimu;

E) Ympasnenue nepenayeit 1aHHBIX;

E) Ynpasnenue kmouamu.

9. CyTh KOMIpoMeTaIu HHGopMaumu?

A) Brecenne n3MeHeHnit B 6a3y TaHHBIX, B PE3YNbTAaTe YETO MTOJIH30BATENb JIMIIACTCS JOCTYIa K HH(OPMAITHH;

b) HecaHkmoHNpOBaHHBIN AOCTYIH K MepeaaBaeMoil MHPOPMALIMK 10 KaHaJaM CBSI3U M YHUUTOXKEHUS COACPIKAHUS
HepeiaBaeMbIX COOOMICHNIH;

B) BHecenne HeCaHKIIMOHNPOBAHHBIX M3MEHEHNH B 0a3y JaHHBIX, B Pe3yIbTATe Yero MOTPeOUTENb BEIHYKICH JTHO0
OTKa3aThCs OT He€, MO0 MpelnpUHIMATh JOTIOTHUTETbHBIC YCUIIHS JUTS BBISIBIICHUS HN3MCHEHUI U BOCCTAHOBIICHUS
UCTUHHBIX CBEJCHUH.

10. K dopmam 3amuter nHGOPMALIIE HE OTHOCUTCA. ..
A) ananutuyeckas;

b) npasoasi;

B) opranm3anoHHO-TeXHUIECKas;

I') ctpaxoBas.

6.3. TunoBble KOHTPOJIbHbIEC BOIIPOCHI M 3aIaHUA JIA l'lpOMe)KyTO‘ll—[Oﬁ aTTrecTalumn

1. Obmas npobaema nHGOPMANMOHHOH 6e30macHOCTH HH()OPMAIMOHHBIX CHCTeM. JIOKTpHHA HH(POPMAIHOHHON
6e3zomnacHoctu PO
2. [IpuopureTHBIC HanpaBiIeHUS B 00JTACTH 3alIUTH HHpOpPMay. TeHIeHIMN pa3BUTHI HH(POPMAIOHHON

TIOJIUTUKU TOCYAapCTB U BEIOMCTB.
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3ammta nHGOPMALUH, TaifHa, CPECTBA 3aIIUTHl HH(POPMAINH, YTPO3bI U ONpPEIEICHHs, COIIOCTaBICHNUE.
Dranbl pa3BUTH WHPOPMALMOHHON 06€30acHOCTH.

TpeboBaHMs K CHCTEME 3aIIUTHI HHPOPMALIH.

[MoxazaTenn nHPpOpPMALINH.

Ilonsarue yrpossl. Buasl yrpos.

IocnenoBaTenbHOCTD pelIeHHs 3a4a4 3alUThl HHOOPMAIHH.

OyHmaMeHTaTBHBIE TPEOOBAHUS, KOTOPBIM JIOJDKHBI YAOBICTBOPSATH T€ BEIYHCIUTEIBHBIC CHCTEMBI, KOTOPBIE
HCTIONB3YIOTCS JUIs 00paboTKN KOH(GHUACHIINATBHOH HH(POPMAITHH.

XN bW

10. Mertoasl GopMupoBaHHs GYHKUUN 3aLIUTHL.
11. VrpaBiieHHe cUCTEMOH 3aIUThl HH(OPMAIHH.
12. OobecrieueHne TpeOyeMOTo YpOBHS TOTOBHOCTH OOCIYKHMBAIOIIETO IIEpCOHANa K PEIICHUIO 3a/1ad
nH(pOPMANMOHHOH 0€30I1aCHOCTH.
13. Knaccudukarus kpunrorpa@uIeckux METOIOB.
14. CTOMKOCTh KPUNITOCUCTEM.
15. AcCHMMETpHYHBIE KPUNITOCHCTEMBI. MaTeMaTH4eCcKHe OCHOBBI KPHNTOTPa(Uu ¢ OTKPBITHIM KITFOUOM.
Kpunrocucrema RSA.
16. Kpunrocucrema Onp [Namanns.
17. Kpumrrocuctems! 0e3 mepemadn KIirodei.
18. VYnpasnenue kiarouamu. MeTonbl reHepaliy, XpaHEHUs. U PaclpeielieHus KItoueh.
19. [TpoToKOIBI yIIpaBICHUS KIIFOYaMH.
20. Hudpossre ceptruKaTel. DneKTpoHHas nudposas moxnucsk (DLIT).
21. Wnentnduxamus 1 ayTeHTU(HUKAINSI 0OBEKTOB CETH.
22. Wnentudukanrs u moaTBepKAeHNEe TOJIMHHOCTH TOJIb30BaTenei cetu. [IpuMmenenne napoiei u
OMOMETPUUECKHX CPEICTB ayTeHTU(HUKALINY MOJIb30BaTEIICH.
23. MexcereBoe 3KpaHHpoBaHHEe. [IpHHIMIIE TOCTPOEHNS M (YHKIMOHMPOBAHHUS MEXKCETEBBIX 3KpaHOoB (MD).
Krnaccupuxanus MO.
24. OCco0GEHHOCTH MEXCETEBOTO IKPAaHUPOBAHUS Ha Pa3IMUYHBIX ypoBHiIX Moxenu OSI.
25. Ob6ecneueHne 1eNoCTHOCTH WHpopManuu. Ayrentudukanus nHpopmarmu u DT coobmeHui.
OpHoHanpaBIeHHbIe XAM-QyHKIMH. KoIbI IpoBepKH MOTHHHOCTH HHPOPMAIIHN.
26. CpezcTBa aHTUBHPYCHON 3aIlUTHI.
27. ApXUTEKTypa cHUCTeMBbI 3auuThl uHPopmanuu (C31).
28. CpezncTBa 1 MeXaHH3MBI 00ecTiedeHHsT Oe301TacHOCTH ceTeBoro obopynoBanus Cisco systems.
29. CpencrBa obHapyxkenus Bropxkenuit IDS 4200.
6.4. Kpurepun oueHuBaHus
1. CamocrosTensHas paboTa B hopMe TOMAIMIHUX PaboOT - 0-5 6amoB
2. [IpoBepka moHATHIHOTO ammapaTa (ompoc) - 0-10 Gannos
3. Yyactue B KOH(pEpEHIIUN - 0-10 6amnoB
4. KoMmnbroTepHOE TECTUPOBAHHE - 0-20 6ammoB

Jlnst norrycka Ha 3a4eT IO JUCHUILIMHE CTYICHT J0JDKeH HaOpath 40 6amoB. 3auer npoBoAnTCs B JBa sTana. Ha mepsom
9Talle CTYAEHT BBINOJIHAET KOMIbIOTEpHBbIHN TecT u3 10 Bonpocos. [IponomkurensHoCcTs — A0 25 Munyr. Ha BTropoM stamne
CTYHEHTY BBLIAETCS TEOPETUIECKUIi BOIIPOC 10 OJHOMY U3 pa3/eNioB UCIUILUIUHEI U3 0a3bl KOHTPOIBHBIX BOIIPOCOB K
3a4eTy. Bpems Boimonnenus — 10 20 MuHYT. MakcuMallbHOE KOJIMUECTBO 3apabaThIBaeMbIX OaIoB — 25.

«3auteHo» (He Hike 60 0aIUTOB) — BRICTABISICTCS CTYACHTY, €CIIH: OH TBEPJO 3HACT MPOTPaMMHBIN MaTepHall, TpaMOTHO U
TI0 CYIIIECTBY €T0 M3JIaTacT; BIIaIeeT OCHOBHBIMHU METOJIaMH; HE JIOITYCKAET CYIIECTBEHHBIX OIIHOOK; yMEET IIPHMEHATh
OCHOBHBIC [TOJ0KEHHUS Ha IPAKTUKE, BHIIIONHACT TeCT He MeHee ueM Ha 60 %.

«He 3auteno» (Hmxe 60 6aIoB) — BBICTAaBISIETCS CTYIEHTY B TOM CITydae, €ClId OH: HE 3Ha€T OCHOBOIOJIATaIoMINX
BOIIPOCOB M3y4aeMOTO Kypca HIIM 3HAUNTENbHON YacTH MPOTPaMMHOTO MaTEepHaa; IOITyCKaeT OMIMOKH, 0OHApY)KUBAacT
HEyMEHHE UX UCTIPABIIAThH; HE MOXKET YBA3aTh TEOPHUIO C IPAKTHKOM, BBEIIOJIHAET TecT MeHee 4eM Ha 60 %.

CryneHTsl, He HaOpaBIlIUe JOCTATOYHOTO KOINYECTBA OAllIOB B TEUEHHE CEMECTPA U HE BBIMOIHUBILNE IPAKTUIECKHE
paboTHI CHAFOT 3a4eT MTOBTOPHO B (hopMe OeceIbl COBMECTHO C PEIICHHEM 3a/1a4H.

OTH KPUTEPHU TOBOASATCS A0 CBEICHUS CTYACHTOB B X0JI¢ y4eOHOT0 Mpoliecca 1 IPOBEACHUH KOHCYIbTALHA.
ITpu orieHKe 3HAHMH CTYICHTA YYUTHIBAIOTCS TAKXKe:

- pe3yIbTaThl TEKYIIETO KOHTPOJIS;

- MOCEI[AeMOCTh yUeOHBIX 3aHSTHII;

- aKTHBHOCTb BO BpeMsl 3aHSATHUIA,

- ydacTHe B HaydHOU pabore;

- HAJIMYMe HaBBIKOB CAMOCTOSTENBHOM W HCCIIeIOBATEIbCKOW paOOTEHI.
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HpI/I H€O6XOZ[I/IMOCTI/I HWHBaJIWAaM M JinaM ¢ OTpaHU4YCHHBIMU BO3MOKHOCTAMU 300POBbS IPEAOCTABIIACTCA
JAOIIOJTHUTECIBHOC BpEMs JI ITOATOTOBKH OTBETA HA 3a4Y€TE.

IMTpu npoBeaeHNN IPOLIETYpPHI OICHUBAHUS PE3yNbTATOB 00YUCHUS HHBAIHIOB U JIHI] C OTPAHUYCHHBIMH BO3MOKHOCTSAMH
37I0pOBBSI PEIYCMATPUBACTCS HCIIOIb30BAHME TEXHUUECKUX CPECTB, HEOOXOAUMBIX MM B CBSI3U C X MHANBHUAYaIbHBIMU
0COOCHHOCTSIMU. DTH CPeNICTBA MOTYT OBITh MpeocTaBieHsl Yenl Y Mt MOTYT HCTIONTB30BaThCS COOCTBEHHBIC TEXHHUICCKIE
cpercTBa.

ITponienypa oleHNBaHMs PE3yIETATOB 00y4eHHs HHBAJIMIOB U JIMI] C OTPAHUYEHHBIMH BO3MOYKHOCTSIMU 3[J0POBBS 110
JUCLUIUIMHE TIPEAycMaTpUBAaeT IPEeAoCcTaBIeHne HHpopManuy B (popMax, alaliTAPOBAHHBIX K OTPaHUYEHUSIM HX 37I0POBbS U
BOCHPHUATHS HHPOPMAIHN:

JUISL JTUII C HAPYIICHUSIMH 3PCHUSL:

— B Ie4aTHOH (hopMe yBEIUUECHHBIM MPHDTOM,

— B (hopMe 3IEKTPOHHOTO JTOKYMCHTA,

JUTSL JIAIT C HAPYIICHUSIMH CITyXa!

— B Ie4aTHOM opme,

— B ()OopMe ITEKTPOHHOTO JJOKYMEHTA.

JUTSL JIAIT C HAPYIICHUSIMU OTIOPHO-/IBUTATEIBFHOTO amiapara;

— B IIe4aTHOM (opme,

— B (popMe IIEKTPOHHOTO JOKYMEHTa,

ITpu nmpoBeeHUN IPOLIETYPHI OIICHUBAHUS PE3YIBTATOB 00YUCHHUS HHBAJIMJIOB ¥ JIHI] C OTPAHHYCHHBIMH BO3MOKHOCTSIMH
37I0POBBSI IO AUCIUTIIHHE 00ECTICINBACTCS BHITOJIHEHHUE CICAYIONIIX JOMOTHUTEIBHBIX TpeOOBAaHHUH B 3aBUCHMOCTH OT
WHIVBUAYATBHBIX 0COOCHHOCTEH 00yJaromuxcs:

a) MHCTPYKIHS O TIOPSIIKY IPOBEICHHS ITPOLIEYPhl OLICHUBAHUS IIPEOCTABISETCS B JOCTYITHOH (opMe (YCTHO, B
MICEMEHHOH hopme);

6) mocrymHas (hopMa IPeJOCTaBICHHS 3aJaHUN OIIEHOYHBIX CPEACTB (B MeYaTHOH (opme, B eyaTHOH popMe yBeTHICHHBIM
mpudToM, B popMe IEKTPOHHOTO JOKYMEHTA, 33/1aHUS 3aUNTHIBAIOTCS ACCUCTEHTOM);

B) JOCTyIHas opMa IIpeIoCTaBICHNS OTBETOB Ha 3a1aHMs (ITMCEMEHHO Ha Oymare, HaOOp OTBETOB Ha KOMITBIOTEPE, C
HCIIOJIb30BAaHUEM YCIIYT aCCHCTEHTA, YCTHO).

ITp1 HEOOXOAUMOCTH ISl O0YYAIOIIUXCS C OTPAHUYCHHBIMU BO3MOYKHOCTSIMH 310POBbsI M MHBAJIMJIOB ITPOLIEypa
OLICHUBAHMS PE3YNILTATOB 00YIEHHMS 10 AUCLUIUIMHE MOXKET IIPOBOAUTHCS B HECKOJIBKO 3TAIlOB.

7. YHEBHO-METOJNYECKOE U HH®OPMALIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI (MOAY JIS)

7.1. Pexomenayemasi Jinteparypa

7.1.1. OcHoBHas1 IMTepaTypa

ABTOpBHI, 3arnaBue WznarensctBo, | Pecypc
JI1.1 |Peirenxona O. WNudopmanronnas 6€301acHOCTB: KypHaI Mocksa : 9BC
(https://biblioclub.ru/index.php?page=book&id=210607) I'POTEK, 2013
JI1.2 | ABepuenkos B. U. Aynut nHGOPMAITMOHHON 6€30MaCHOCTH: ydeOHOEe TOCo0He Mockga : 9BC
(https://biblioclub.ru/index.php?page=book&id=93245) OJINHTA, 2021
7.1.2. JlonoJHUTENbHAS TUTEPATYpPa
ABTOpBI, 3arnaBue WznarensctBo, | Pecype
JI2.1 |Counsia B. T HudopmannonHas 6e301MaCHOCT BEMYHCIUTEITBHON TEXHUKH: Tomck : Dnb 9BC
ydae6HOe mocodue Kontent, 2011
(https://biblioclub.ru/index.php?page=book&id=208694)
JI2.2 | 3arunaiinos FO. H. OcCHOBBI THPOPMAIIMOHHOM 6E30MACHOCTH: KypC BHU3YaJIbHBIX Mockga, 9bC
JeKknuit: yaebHoe mocobue Bepmmn : [Inpext
(https://biblioclub.ru/index.php?page=book&id=362895) -Menua, 2015

7.2. Ilepeyenn pecypcoB HHGOPMALMOHHO-TEJIeKOMMYHHKALMOHHOI ceTn "UHTepHeT"

Ol | YHuBepcuTerckas OubianoTeka oHIaHH [DIEKTPOHHBIM pecypc] : aeKTpoHHO-0ubmuoTeunas cucrema (ObC) / OO0
Hupextmenua [Tadmumunr http://biblioclub.ru/

7.3 Ilepevyenb nHGOPMAIHOHHBIX TEXHOJIOT Ui

7.3.1 IIporpammHoOe o0ecnieyeHmne

LMS Moodle

Adobe Reader
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Microsoft Office Professional Plus 2010 (JTuuensust Tpoutnkoro ¢unuana)

Microsoft Office Professional Plus 2013 (JTuuensust Tpounkoro ¢uiuana)

Aiiper (IREN)

7.3.2 lIpodeccuonanbHbie 6a3bl AAHHBIX U HHPOPMALMOHHO-CIIPABOYHbBIE CHCTEMbI

1. NH®OPMUO [DnekTpoHHBIH pecypc]: JIEKTPOHHBIN CIpaBOYHKK [0OecreueHre BCeX THIOB 00pa30BaTEIbHBIX
YIpEeXKICHUH HOPMATHBHBIMH, METOANIECKIMH, HAYIHO-TIpakTHIeCKUMHA MaTepraitamu]. — URL: http://www.informio.ru/.

2. HanmonaneHas snextponHas 6udnnoreka (HOB) [DnexTpoHHEIH pecypc]: 00beIMHEHHBIH IEKTPOHHBIH KaTaior
(dhonmoB poccuiickux oubmmoTek: caitt. — URL: http://H30.pd.

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JTUCHUIIJIMHBI (MOAY JIST)

MarepuaapHO-TEXHHYECKOe oOecIedeHIe peaii3aiiy paboyueil mporpaMMel AUCHUTIUTHHEL «VHpopManmoHHas
6e301acHOCTh M 3aIiTa HH(OPMAIIN) BKIIIOYAET:

- OCHOBHYIO W JIOTIOJIHUTEIIBHYIO JINTEPATYPY;

- Jr00bIe y4eOHBIE aymUTOpHH (IIOCaJOYHBIC MecTa He MeHee 15) ¢ mpoeKkTopaMu MyJIbTHMEIHA-000pyIOBaHHEM
(1poekTop, HOYTOYK MJIM CTALMOHAPHBIA KOMITBIOTED) [UIS [IPOBEICHUS JISKIIMOHHBIX 3aHATHIl B 3aBUCUMOCTH OT 3aHSTOCTH
ayauTopHoro GoHaa dpunmania;

- ydeOHas ayJuTOpHs UL MPOBEACHUS CaMOCTOSTEIBHON pabOTHI CTY/IEHTOB;

- HaJIMYUE TIOMEIIEHUH U CaMOCTOSITENBEHOH PadOTHl ¢ KOMIIBPIOTEPHONH TEXHHKOH M C BO3MOKHOCTBIO
noKIroYeHus K cet "MHTepHeT" n obecredueHreM 10CTyma B AIEKTPOHHYIO HH(POPMAIIMOHHO-00pa30BaATENbHYIO CPEay
OpraHM3alI|u;

- caiit tfmoodle.csu.ru, Ha KOTOPOM PACIIOIOKEHBI MaTEPHAIIbI JUISi OPTaHU3aLMN CAMOCTOSTEIIBHON PabOThI
CTYZICHTOB.

- O6y‘{€HI/I€ HWHBAJIMAOB U JIUMI C OrpaHUYCHHBIMU BO3MOXXHOCTSAMU 3J0POBbA OCYIIECCTBIACTCA C NPUMCHCHHUEM
CJICAYIOIICTO CIICIUAJIbHOTO 060py)1013a1-m$[:

a) JUTsl JIML C HapyIICHHEM ciryXa (KOJIOHKH, MYJIbTUMEIHIHHBIA IIPOEKTOP);

©0) U1 U1 ¢ HApyIICHUEeM 3peHHs (MYJIbTUMEUIHBIN TPOEKTOP (KCHOIb30BaHUE IPE3CHTALUI C YKPYITHEHHBIM TEKCTOM));

B) JUTS JIMLL C HAPYILIEHHUEM OTIOPHO-JBUIaTENbHOTO anmnapaTa (epcoHaabHble MOOUIbHBIE KOMIIBIOTEPHI).

9. METOAUYECKHUE YKA3AHUA 1JIS OBYYAIOIIUXCSA IO OCBOEHUIO JUCHUITIMHBI (MOAY JI5T)

1. O6mue MeToqYecKie YKa3aHus M0 U3YISHHUIO TUCITUTIIHHEI

OO6yuenue qucuumuinie « THpopMalonHas 0€30I1acHOCTD U 3alliuTa HHYOPMALUI) BKIIIOYAET B CE0s CIIEYIOLIIe
OCHOBHBIC MTOJI0KCHHUS:

— n3y4eHne 0a30BEIX METOIOB M TEXHOJIOTHH 3aIUTHl HH()OPMAIIHH;

— U3y4eHHE TEXHOJIOTUI1 pabOThI CO CI0KHO CTPYKTYpUPOBaHHOHN HH(pOpMaIHeH;

— (hopMupoBaHNE YMEHUSI HAXOUTH IIPABHIIBHBIM METOJI JUIS PELICHUS IIOCTaBICHHBIX 3a/ad.

ITpn n3ydeHnn QUCIUIUTMHEI CTYACHT JOJDKEH OBJIaIeTh 0a30BBIMH METOIAMH W HOBBIMH METOAAMH PaOOTHI C CHCTEMaMHU
3aIUTH HHPOPMAIIHH, YSICHUTh NOHATHHHBIHN anmapat C3U, HayanThes npoekTupoBats C3M, aHaIM3UpOBaTh MOTyYCHHBIE
pe3ynbTathl. [ JOCTHXKEHHSI ATOH LeIH CTYIEHT JIOIKEH:

— OcymIecTBIATh pHUKcannio HHGOpMAUH B MHTEIUICKT-KapTax, YTOOB IMETh B HAIMYUH OTBETHI Ha BOIIPOCHI ITPOTPaMMEI
M3y4aeMOW JUCLIUILIINHBIL.

— TBOpuecku NPUMEHATh U3ydeHHBIE METO/IbI Pa0OTHI B IIPOEKTAX.

- B mpouecce 00ydeHns: OCyIIECTBIATh TIIATEIbHYIO MPOPAOOTKY MH(OPMAINH, TTOJYIEHHONH B XOJ€ JICKIMOHHBIX
3aHATHH M 9TEHUS yIeOHNKa, IIPEeIyCMaTPHUBAIOIIYIO 3aTIOMIHAHUE OCHOBHBIX MOJI0KEHHH, (POPMYITHPOBOK, OTIPEICTICHIH,
HIPUHIUIIOB, METOIOB.

- B nporuecce 0o0yueHusT TBOPYECKH U CaMOCTOSTENIBHO PabOTaTh C 3aJaHUSMH.

- BEImonHATE TONCK HHPOPMAMH Pa3IHIHBEIMU CIIOCOOaMH, JUTS Yero TpeOyeTcs MHTYUIHS, TBOPUYCCKUH
MOTEHITHAJ, KOTOPHIE, B CBOIO OUepeIb, BEIPA0ATHIBACTCS [IPH PeaTn3aIlii TBOPUYECKHUX MIPOEKTOB. DTO MPUBOJNT K
HEOOXOAUMOCTH peaTu30BbIBATE 3aJaHUsI CAMOCTOSTENIBHO, B HEAYTUTOPHBIX YCIOBHSAX.

B ciyaae npumeHeHus 1py 00ydeHUN IMCIUTLIMHBI SJICKTPOHHOTO 00y4eHHsI, IUCTAHIMOHHBIX 00pa30BaTEeIbHBIX
TEXHOJIOTHH OOIIeHHE 00YJarOIMIXCs M TPENoAaBaTeNsl OCYIIECTBISIETCS B peXKUMe peanbHoro BpeMenH (Microsoft Teams,
(hopyMBl, 2IEKTPOHHAS [TOYTA, COTOBASI CBSA3b) M OTIOKEHHOTO BPEMEHH (CUCTEMBI AUCTaHIMOHHOTO 00ydeHust Moodle,
3JIEKTPOHHAs T04Ta, GOpymBI).

Borpiryro yacTs BpeMeHH 00yJalonIiecs CaMOCTOSTEIEHO PaboTAIOT ¢ yaeOHO-METOANIESCKIMH MaTepraiaMu. CTyIeHTHI
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MMEIOT BO3MOXXHOCTh KOHCYJIBTHPOBATHCS € IIPENOAaBaTEIEM IT0 BCEM BOIIPOCAM, BOSHUKAOIIUM B XOJI€ CAMOCTOSATEITHHON
PpaboTHI MOCPEICTBOM CUCTEMBI JUCTAaHIMOHHOTO 00y4ueHust Moodle, 57eKTpOHHON OYTHI, COTOBOM CBSI3H, (POPYMOB.
Jocryn oOyuarorerocst K yueOHbIM pecypcaM B PeKUME OTJI0KECHHOTO BPEMEHH, CAMOCTOSITENILHOW paboTh
OCYIIECTBIETCS Yepe3 ceTh IHTepHeT B yIOOHOM IS HEro MecTe, BpeMEHH U TeMITe.

2. Metoaundeckue YKa3aHus CTyACHTaM I10 BBIIIOJHCHUIO CaMOCTOSITeILHOM pa60TbI

1. JIJIs BEITIOJTHEHHSI CAMOCTOSATEIBHON pabOoTEI, HY)KHO IPOpabOoTaTh MaTepUalIbl JICKIMOHHBIX 3aHATHH, a TakxkKe
MaTepuasl ydeOHUKa 110 JaHHOU TeMe, U3ydUTh HHTEPHET-PEeCypPChl, OCBOUThH paboTy ¢ COOTBETCTBYIOIINUM IIPOTPaMMHBIM
o0ecrieyeHUEM.

2. CamocTosTensHast padoTa BEIITOJHICTCS C MCIOIB30BaHUEM 10 CIEAYIOMIeil cxeme:

- U3y9UTh TEOPETHIECKHH MaTepHal Mo MeToAaM paboTsl ¢ HH(pOPMAIHel pa3InIHOTO BH/A;

- noJ00paTh BapUaHThI BHIMOIHEHUS 3a1aHUs;

- pa3paboTaTh IIaH paboTEL;

- BBITIOJIHUTH 33J]aHHE C TIOJPOOHBIM OOBSICHEHUEM;

- IPEfOCTaBUTh PE3yNbTaT B BHJE MPUKIAIHOTO PELICHHS.

3. IIpoBepka B TeueHUE ceMecTpa Pe3ylbTaTOB CaMOCTOSTENBHON paboThl MPOBOAUTCS MPENOAaBaTENEM C
HOCIIEAYIOMUM BBICTaBICHUEM 0aIlIOB.
4. Ecnm cTymeHT HE MOXET CHpPaBUTHCS C CAMOCTOSITENBHOI paboToH, TO eMy HEOOXOAMMO NMPHUXOAUTH Ha

JIOIIOJTHUTCIIbHBIC 3aHATUA.

10. CHEIIMAJIBHBIE YCJIOBHUS OCBOEHUSA JTUCIIUITIJINHBI OBYYAIOIIUMHUCH C
HHBAJINTHOCTBIO H O'PAHUYEHHBIMHU BO3SMOKHOCTAMMU 310POBbA

OcBoeHME JUCUMIUIMHBI WMHBAIWAAMH M JIMIAMH C OrPaHMYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBbSI OCYILECTBILSIETCS C
UCIIOJIb30BAaHNEM CHELHMAIBHBIX TEXHHYECKHX CpPEJICTB M HMH(OPMALMOHHBIX TEXHOJOTHH, MNpeNOoCTaBIseMbIX PecypcHbIM
y4e0HO-METOMYECKUM IIEHTPOM 110 OOYYEHHIO MHBAIUIOB M JIMI C OTPAaHWMYCHHBIMH BO3MOXHOCTSIMH 310poBbs Yenl'V mo
3ampocy oOydaromierocs (MOOHIBHBIC CIICIMANbHBIC TEXHHYECKHE CPEACTBAa I JIHIl C HapYUICHHSIMH 3peHHi U C
HapyIICHUEM CITyXa, ACCUCTHBHBIC HH(POPMALOHHBIE TEXHOJIOTUH).

ITpn HEOOXOAMMOCTH JUTA OOYJAIOIIMXCS C HApYIICHHSMH 3pEHHS Ha padodnx MecTaxX A HMPOBEACHHS NPAKTHYECKUX WIN
71a00paTOPHBIX 3aHATHH YCTaHABIMBAETCSA CICNMANBHOE IPOTpaMMHOE oOecnedeHne (IporpaMMa pedeBOd HaBHTAIIUH,
pedeBble CHHTE3aTOPBI, IKPAHHBIE JIYIIBI).

B yueOHble aymuropuum oOecrieunBaeTCs OCCHPENSATCTBEHHBIH JOCTYNm A OOYJalOmMXCS C WHBAJIMJHOCTBIO U C
OTpaHWYEHHBIMH BO3MOJKHOCTSIMH 3JI0pPOBBSl. B Kaxmol ayauropmm, e oOy4aroTcsi MHBAIMABI W JIMIA C OTPAaHWYCHHBIMH
BO3MOXKHOCTSMH  3/I0POBBS, IIPEAYyCMAaTPUBAETCA COOTBETICTBYIOUNIEE KONMYECTBO MeECT I OOYJAIOMUXCI C y4eToM
HapyIICHUH UX 3710pOBBSL.

Jlis ocBOGHHS MUCHUIDIMHBI WHBAJIHIAM M JIMIAM C OTPaHHYCHHBIMH BO3MOKHOCTSIMH 3/I0POBBS MPEIOCTABIACTCS JOCTYI K
MEeYaTHBIM HCTOYHHMKAM, MMEIOMIMMCS B HaydHOU OmbOimoreke Yenl'Y, ¢ MOMOIIBIO CHENWATBHBIX TEXHHYIECKHX CPEICTB;
JOCTYII C MOMOIIBIO CMEHUATIbHBIX TEXHHYECKHX M MPOTPAMMHBIX CPEACTB K JJIEKTPOHHBIM HCTOYHHKAM, MPECTaBICHHBIM B
(opMe >IIeKTPOHHOTO JJOKyMeHTa B (poHae HaydHOU 6ubmroreku Yenl'Y uiH 31eKTpOHHO-ONOINOTEYHBIX CHCTEMAX.
Y4eOHO-MeTOAUIEeCKIe MaTepHaibl Uil OOydJaromuxcss W3 YHCiIa MHBAIMAOB WM JIMIl C OTPAHWYECHHBIMH BO3MOKHOCTSIMH
3J0pPOBBsSI IPEIOCTABIIOTCS B (OpMax, agalTHPOBAHHBIX K OTPAHHUYCHUSIM HX 3M0POBbS M OCOOEGHHOCTSAM BOCIPUSTUS
HHpOpMAIIUH.

JIiss MHBANMWIOB W JIMIl C OTPAaHUYCHHBIMH BO3MOKHOCTSIMH 3JIOPOBBSI OCBOCHHE JWUCHIUIUIMHBI MOKET OBITH YaCTHYHO WIIH
MOJTHOCTBIO OCYIIECTBIEHO C UCIIOIh30BaHUEM AUCTAHIIMOHHBIX 00Pa30BaTEIBHBIX TEXHOJIOTHH.

IIpy mpoBeneHUM IMPOMEKYTOUHOM aTTECTAlMU 110 JUCLUIUIMHE OOYydYalomMMCs C HHBAJIMAHOCTBIO M C OIPaHUYEHHBIMU
BO3MOXHOCTSIMH 3JI0POBbsl 00ECIEUMBACTCS 110 MX 3asABICHHIO IIPEAOCTABICHUE B JIOCTYMHOH (OpME B 3aBHCHMOCTH OT HX
WHIVBHIYAIbHBIX OCOOCHHOCTEH HHCTPYKIHMH O IMOPSIKE MPOBEICHUS MIPOMEXKYTOYHOH aTTECTAIlHH, OIEHOYHBIX CPENCTB U
BO3MOXKHOCTU OTBETOB Ha 3aaHHA (IHCBMEHHO Ha Oymare, HaOOp OTBETOB HAa KOMIIbIOTEpE, MHChMEHHO mIpudToMm bpaiins, ¢
HCIIOJIb30BaHUEM YCIIYT aCCUCTEHTA, YCTHO).

ITpn mpoBemeHUH TPOIEAYPHl OLCHUBAHUS PE3YNBTATOB OOyYEHHsS HHBAIMAOB W JIMI[ C OTPAaHHYCHHBIMHA BO3MOXHOCTSIMHU
370pPOBBSl TIPEIYCMATPHUBACTCSI HCIONB30BaHME MpemocTaBleHHBIX YenlY wimm COOCTBEHHBIX TEXHHUYECKHX CPEJICTB,
HEOOXOIMMBIX MM B CBSI3M C HMX HWHIMBUIYalbHBIMH OCOOCHHOCTSIMH. I[Ipn HEoOXOOMMOCTM HMHBAaNMIaM M JIMLAM C
OTpaHMYECHHBIMH BO3MOXKHOCTSIMU 37I0POBBSI IIPEIOCTABIACTCS JOTOJIHNUTENPHOE BPEeMsl A ITOJrOTOBKH OTBETAa HA 3aJaHMS,
TPOIIeTypa OIICHNUBAHUS PE3YIFTATOB OOYICHUS M0 AUCHUILTIHE MOKET IPOBOUTHCS B HECKOJIBKO ITAIIOB.
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