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1. IEJIX OCBOEHUA N CHUITJINHBI

OcHoBHas IECJIb 9TO BOOPY)KCHUC KOHKPETHBIMU 3HAHUAMU U YMCHHUAMHU, NAOIIUMHU BO3MOKHOCTb KBaJII/I(i)I/ILII/IpOBaHHO
OCYHICCTBJIATH HpOCI)eCCI/IOHaJ'H)HyIO JCATCIIBHOCTD.

Pe3yJ'ILTaTLI 06yquH$[ 0 IUCUHUINUIMHE HAITPaBJICHBI HA JOCTHIXKCHUC CIICAYIOIINX HHAUKATOPOB!

YK -2.1. JleMOHCTpHpYET 3HAHUE TECOPETUICCKAX OCHOB MPHUHATHUS PEIICHUH B chepe YIPaBICHUS POCKTaMHU.

VK -2.2. BeIsSIBISIET ¥ aHATU3UPYET Pa3IMvHbIE CIOCOOBI PELICHHs 3a/1a4 B PAMKAX LM MPOSKTa U apIyMEHTHPYET UX
BEIOOD.

VYK -2.3. JleMOHCTpHpPYET CIIOCOOHOCTh POSKTHPOBATh PEIICHHE KOHKPETHOH 3a1aull IPOCKTa, BEIOUPAst ONTHMAIIBHBIHA
CII0CO0 ee pelIeHNs, HCXOAs U3 ACHCTBYIOMNX ITPABOBBIX HOPM M MMEIOIINXCS PECYPCOB U OTpaHIMYCHHUH

ITK-3.1. [leMOHCTpUpPYET METOABI M CPEACTBA IPOSKTHPOBAHMS IIPOTPAMMHOTO 00ECIIEYeHHS, CTPYKTYP JaHHBIX, 0a3
JTAHHBIX, TIPOTPAMMHBIX HHTEp(EHCcoB.

ITK-3.2. YMeer pa3pabaTsBaTh TPEOOBAHMS K IPOTPAMMHOMY ITPOIYKTY, IPUMEHATH METOJIBI M CPEJICTBA ITPOCKTHPOBAHUS
IPOrpaMMHOTO 0OecrieueHus], CTpYKTYp JaHHBIX, 0a3 JaHHBIX, IPOTPaMMHBIX HHTEep(deiicoB.

I1K-3.3. BnageeT HaBBIKAMH IIPOCKTUPOBAHIS POTPAMMHOTO 00eCIIeUeHus, CTPYKTYP JaHHBIX, 0a3 TaHHBIX, TIPOTPAMMHBIX
UHTEPQENCOB.

YK-10.1. meeT mpencTaBiIeHne O COACPIKaHUU MIOHATHH «IKCTPEMH3MY, «TEPPOPHU3MY», OCHOBHBIX (DOpMax UX MPOSBICHHS
U TIOCNEACTBHUSAX.

YK-10.2. ImeeT npencTaBieHne O CoJCPKaHUHU MOHATHS «KOPPYHNIMOHHOE TOBEACHHEY, Pa3sTpaHUIUBACT KOPPYIIIHOHHbIE
U CX0XHE HEKOPPYINIIMOHHBIE SBICHUS B PA3IMYHBIX cepax KH3HU OOIIECTBa.

YK-10.3. Opranusyer npodeccuoHaIBHYIO Cpely, OMUPAsiCh Ha ITUYECKUE U MPABOBBIC HOPMBI TIOBEICHUS,
HPETITCTBYIOLIHE MTPOSBICHUSM 3KCTPEMH3MA, TeppOpr3Ma, (GOPMUPOBAHNIO KOPPYIIIHOHHOTO MOBEICHHUSI.

2. MECTO JUCIIUIIJIMHBI B CTPYKTYPE OIIOII

uxn (paznen) OIIOIT: b1.B.1.07

2.1 TpeOoBaHusl K NpeABAPUTEILHOI MOAT0TOBKE 00yYaloerocs:

[IpaBoBenenue

IIpakTrka O MPOrPaMMUPOBAHUIO

ApaneKTypa BBIYHCIIMTCIIBHBIX CUCTEM

W HTEepHET-TEXHOIOTHH

OHepaL[I/IOHHble CUCTEMBI

Hudopmarnka

2.2 JIucuunJuHbl M MPAKTHKH, IJIS1 KOTOPbIX OCBOEHUE TAHHOW JUCHHUILIMHBI (MOIYJIs1) HEO0OX0AUMO KAK
npeanIecTBYIOIIEe:

[IporpamMMHuas nHxeHepus

3. KOMIETEHLIMHA OBYYAIOIETOCSI, ®OPMHUPYEMBIE B PE3YJIBTATE OCBOEHUSI JUCIUTIINHBI
(MOJIY.JIsT)

YK-2: CniocodeH onpenessiTb KPYr 3a/1a4 B paMKax NOCTABJIEHHOM eI U BHIOMPATH ONTHMAIbHBIE CIIOCO0bI X
peLeHusi, HCX0As U3 el CTBYIOLIUX MPABOBBIX HOPM, HMEIOIIMXCS PeCYPCOB U OrpaHuYeHUi

3HaTh:

Jlis noctmxenns YK 2.1: ocHOBBI HH(OPMAIIMOHHOM 6€30MaCHOCTH U 3alTUTHI HH(OPMAINH B chepe yIpaBIeHHUs
HPOEKTaMH

YMmerh:

T noctmxenns YK 2.2: BBISBIAT U aHATU3UPOBATH Pa3IMYHBIC CIOCOOBI PeIIeH s 3a1a4 HH)OPMALMOHHOI
0€301TacCHOCTH 1 3aIUTHI HHYOPMAIINH B paMKaXx IeIIH MIPOEKTa U 0O0CHOBBIBATE HX BEIOOD.

Baanern:

s moctmxenns YK 2.3: HaBbIkaMu obecriedeHnst HHPOPMAIIMOHHON 0€30MacHOCTH IPH PEIICHNH 3aad IPOEeKTa, BEIOMpast
ONTHMANBHBIN CIOCO0 3aIUTHI HH(POPMANH, UCXOAS U3 JEHCTBYIOMNX IPABOBBIX HOPM M UMEIOLIUXCS PECYPCOB.

© ®I'BOY BO «Yenl'V»




y4peXaeHHe BBICIIEro 00pa3oBaHus
«Yensbunckuit rocynapcrBenHsiil yansepcurer» (PI'BOY BO «Uenl V)

MIMHOBPHAYKHU POCCHU
@” DdenepanbHOE TOCYIapCTBEHHOE OIOIKETHOE 00pa30BaTeIbHOE

Pabouas nporpamma aucuuruines! "HHGOpManmonHas 0€30MacHOCTh U 3alyTa HHGOPMAIUK'" 110 HAIPaBIECHUIO
noarotoBky (crenuanbHocTH) 02.03.02 "dynaameHTanbHas nHGOpMATHKA U HHPOPMAIIMOHHBIE TEXHOJIOTHA"
HanpaBJIeHHOCTH (poduiro) MaTeMaTrdecKie ¥ aJrOpUTMHYECKAE OCHOBBI HHTEIUIEKTYaNbHBIX ciucteM T BOY
BO «Yenl'Y»

crp. 4

IIK-3: CnocodHOCTH K pa3padoTke TPeOOBAHUI U NMPOEKTHPOBAHUIO MPOrPaMMHOI0 o0ecrieYeHnsl Ha OCHOBE
npuMeHeHUs 6a30BbIX MATEMATHYECKUX 3HAHMI M MH(POPMAIIMOHHBIX TEXHOJIOTHIi NPH pelieHnU MPOEKTHO-
TeXHHYECKHX H MPUKJIATHBIX 32124

3HaTh:

Jis moctmxenns ITK-3.1: MeTos!I B cpeicTBa MPOEKTUPOBAHHS IIPOTPAMMHOTO 00€CIeUEeHNS, CTPYKTYP JaHHBIX, 0a3
JIaHHBIX, TIPOrPaMMHBIX HHTEP(EHCOB.

YMmerh:

Js moctmxenns [1K-3.2: pa3pabateiBaTh TpeOOBaHUs K IPOrPaMMHOMY HPOJYKTY, IPUMEHITH METOIBI U CPEACTBA
MPOEKTHPOBAHHS IIPOTPAMMHOTO 00eCIICUCHHSI, CTPYKTYpP JaHHBIX, 0a3 TaHHBIX, IIPOrPAMMHBIX HHTEP()EHCOB.

Baanern:

Jisa moctmxenns 11K-3.3: HaBBIKaMU MPOSKTUPOBAHUS IPOTPAMMHOTO 00eCIIeueHNs], CTPYKTYP TaHHBIX, 0a3 TaHHEIX,
MPOTpaMMHBIX HHTEP(EHCOB.

YK-10: CnocobeH ¢popMHpPOBATH HeTePIMUMOe OTHOLIEHHE K MPOSIBJIEHHSIM 9KCTPEMHU3Ma, Teppopu3Ma,
KOPPYNIIHOHHOMY MOBEIeHHI0 H MPOTHBOAEHCTBOBATh UM B MPOdecCHOHANILHOI AeITeIbHOCTH

3HaTh:

Hus noctmxenns YK-10.1: Metonsl HHGOPMAIMOHHO 0€30MaCHOCTH B chepe MPOTUBOACHCTBHUS SIKCTPEMH3MY U
TeppOpU3MY

Ymers:

I moctmxenns YK-10.2: mpoTHBOAEHCTBOBATh SKCTPEMH3MY M TEPPOPU3MY B HH(POPMAIIHOHHON cpefie

Baanernb:

Jis moctmxenns YK-10.3: HaBpIkaMy 3a1UTH HHGYOPMALIMH OT MPOSBICHUI SKCTPEMI3Ma H TEPPOPH3MA

B pesysbTaTe 0cBOCHHS JUCHMILIUHBI 00yYAIOLIUICS J0JKEH

3.1 |3naThb:

3.1.1 [ TeopeTndeckre OCHOBHI IPUHSATHS PElIeHUH B MHGOpMAMOHHOH 6€301acCHOCTH | 3aIIUTE HH(POPMAIIHH.

3.2 | YMmeTh:

3.2.1 | BBIABIATH U aHAIU3UPOBATH PA3IMUYHBIE CIOCOOBI pelIeH s 3a1a4 HH(POPMAMOHHOM 6€30I1aCHOCTU U 3aIUTHI
UMH(OPMaLUK B paMKax LM IPOEKTa 1 00OCHOBBIBATH HX BBIOOD.

3.3 | Baiagers:

3.3.1 | HaBbIKamu oOecrieueHust ”HPOPMALMOHHOM 6€30MIaCHOCTH NPH PeIIeHUH 3aJa4 MPOEKTa, BEIOUpas
OIITUMAJIBbHBIH CIIOCO0 3alUThl HHYOPMALUK, HCXOAS U3 ACHCTBYIOIMX NPABOBBIX HOPM U HMEIOLINXCS

pecypcoB.
4. OPBEM JUCIIMIIJIMHBI (MO Y JIS)
OOwas TpyaoeMKocTb 23ET
YacoB 1o yueOHOMY IUIaHY : 72 Bunsl KOHTpONIsS B cemecTpax:
B TOM YHCIIC
ayIUTOPHBIC 3AHATHSI : 44 3a4eTsl 6
caMoCTOsITeNbHAs paboTa : 23,5

KOHTaKTHas paborta: 48,5

UKP: 4,5
5. CTPYKTYPA U COAEP)KAHUE JUCIUITJINHBI (MOAYJIS)
Kon HaunmeHnoBaHue pa3/ie/ioB U TeM /BUA 3aHATHS/ Cemecr | Hacos JlutepaTtypa
3aHATH p / Kypc

Pa3gen 1. IIpaBoBasi ocHOBa MH(OPMALIIOHHOI 0€3011aCHOCTH
HH(pOPMALMOHHBIX CHCTEM
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1.1 [penmer, nenu u 3agaun AUcHUILIHHBL “UHPOpManmonHas 6€301MacHOCTh 6 2 JIT.1JI1.2
u 3amuTa nHpopmanuu”. OCHOBHBIE OMPEAETICHUS U TOHATHSL. JI1.3J12.1
O6mas npo6yieMa nHPOPMAIIMOHHOHN 6€30TaCHOCTH HHPOPMAITMOHHBIX 21
cucrem. JloktpuHa nHGOpMaIoHHON O6e3omacHocTH PO.

Opranbl, o0ecrieurBarone HalMOHAIBHYIO 0e30macHoCcTh PD, menu,
3amaun. HarmoHanbHelie wHTEpech PD B nHMOpMaIMOHHOH cdepe.
IIpuopuTeTHBIC HaNIPaBICHHU B 00JIACTH 3aIIUTH HHQOpMAIIHH.
Tennenuy pa3BUTHSA HHGOPMAITHOHHON ONMUTHKH TOCYIapCTB U
BeoMCTB. ['ocynapcTBeHHas TaitHa. [IpaBoBoe obecrieyeHne 3amuThl
nHdopmanuu. /JIex/

1.2 IIpaBoBas ocHOBa HH(POPMAITMOHHOW O€30MACHOCTH HH)OPMAITHOHHBIX 6 8 JIT.1JI1.2
cucrem. /Cp/ JI1.3712.1

€
Pa3gen 2. TexHosioruyeckne OCHOBbI MH(OPMAIIMOHHOI
0e3onacHocTu. OCHOBHbIE MIOHSATHSI U ONIpe/ieJIeHHsI.

2.1 [Monsarue napopmanmu, HHOPMATH3ANNH, HHPOPMAIIMOHHBIX CUCTEM U 6 1 JIT.1JI1.2 JI1.3
CMEXHBIX C HIMHU: HH(OPMAIMOHHAS 0€30I1aCHOCTh, HHPOPMAIIHOHHAS o1
BoiiHa, MH(OpMaMOHHAas arpeccusi, ”HPOPMALMOHHOE OpPYKUE,
nH(pOpPMAIMOHHBIE MPOLIECCH, HH(POPMAIIMOHHAS CHCTEMA,
nHpopmannoHHas chepa. [loHsaTHe aBTOpa N COOCTBEHHUKA
nH(pOpMaNNH, B3aHMOJICHCTBHE CYOBEKTOB B HH(POPMAIIMOHHOM OOMEHE.
3amura nHpopMaNnK, TallHA, CPEICTBA 3aIIUTH HHPOPMAIIUH, YTPO3bI
oTIpeneNeH s, conocranpieHue. /JIex/

2.2 TexHOJIOTHYECKHE OCHOBHI HH(pOpMannoHHOH 6e3onacHOCTH. OCHOBHEIE 6 2 JI1.1 J11.2 JI1.3
noHsThst U onpexnencHus. /Cp/ e]

23 TexHoNOTMYECKHE OCHOBHI MH(pOpManMOHHOH Ge3omacHocTH. /J1ab/ 6 2 J1.1

21
Pa3gen 3. O6memerononornyeckue NPUHIUIbI TEOPUHU
uHGpoOpMALUOHHOM 6e30I1aCHOCTH

3.1 Dranbl pa3BUTHS HHHOPMAITMOHHOH 0€301TacCHOCTH. 6 2 JIT.1JI1.2
DTan KOMIUIEKCHO! 3aIIUTHL. JI1.3712.1
TpeboBaHHS K CHCTEME 3aIUTHl HH)OPMAIHH. 21
INoxasatenn WH(pOPMAIMH: BaXXKHOCTb, IIOJIHOTA, aIeKBATHOCTD,

PEIEBaHTHOCTD, TOJICPAHTHOCTb.
KommiekcHOCTD: 11eneBast, MHCTpyMEHTalbHasl, CTPYKTypHas,
GyHKIIMOHANIBHAS, BpeMeHHas. /JIek/

32 OO01EeMeTo100THYECKHE PHHIIUIIBI TEOPUH HH(OPMAIIMOHHOK 6 2 JIT.1JI1.2
6e3omacuoctu. /Cp/ JI1.3712.1

€

33 OO01emMeTo10I0THYeCKHE TPUHLIUIIBI TEOPUH HH(OPMAIIMOHHOK 6 4 JI.1J12.1
6ezomacHoctu. /J1ab/ 31
Pazgen 4. Kiaccupukanus u anaans yrpo3 uHGpopManuoHHOM
Oe3onacHoCTH

4.1 INonstre yrpossl. Buaer yrpos. Tpu Hanbosee BBIpaXKEHHBIC YTPO3BI: 6 1 JI1.1 J11.2 JI1.3
[TonBepxkeHHOCTh (HUBNUECKOMY HCKAXKEHUIO WM YHHUUTOXKEHUIO. 21
B03MOXXHOCTh HECAaHKIIMOHUPOBAHHON (CIydaliHOW HIIH
370yMBIIUICHHON) Moan¢ukanuyu. OacHOCT HECAaHKIMOHHUPOBAHHOTO
(cimydaifHOTO M ITPeAHAMEPEHHOT0) MOTydeHHsT HWH()OPMAIUU JTHLIAMH,

JUISL KOTOPBIX OHA HE MpeHa3HaYeHa. XapaKTep MPOUCXOKACHUS yrpo3:
YMBIIIUIEHHBIE (PaKTOPHI, €CTECTBEHHBIE (haKTOPHI. ICTOUHHKH yrpo3.
INpennocsUIKK MOSBICHUS YIPo3: 0OBEKTUBHEIE, CYObeKTHBHBIE. /JIek/
4.2 Knaccudukamnus n ananus yrpo3 nHpopMannoHHoi 6e3onacaoctu. /Cp/ 6 2 JIT.1 JI1.2 JI1.3
21

4.3 Knaccudukanys u aHaau3 yrpo3 nHGOpMaIMOHHON 6 4 JI1.1

6e3omacHoctu. /J1a6/ 21

Paznen S. [lpyuuHbl, BUABI, KAHAJIbI YTEYKH U UCKAKEHUS
HHpOpMaLuu
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5.1

Tpu MeTOHOIIOTHYECKHX ITOIX0/1a K OLICHKE YA3BUMOCTH MH(pOpMaInu:
SMIIUPUYECKUH, TEOPETUUECKUI U TEOPETUKO-dIMIIUpUIECKUidl. Moaernb
3aTpar, pa3paboTaHHas CeNUATNCTaAMU aMeprKaHcKkoil pupmbl IBM.
Mojenb 3aIuThl - MOJENIb CUCTEMBI C IOJIHBIM IIEPEKPBITHEM.
INocmenoBaTenbHOCTS PEeNIEHHS 3314 3aIMUTHI HHpOpMAINHL.
DyHaaMeHTalbHbIe TPeOOBaHUS, KOTOPHIM JOJKHBI YIOBIETBOPATD TE
BBIYHCIIUTENBHBIE CHCTEMBI, KOTOPBIC HCIIONIB3YIOTCS IS 00paboTKH
KoH(puaeHnMansHOI nHGopMmannu. Knaccnduxamnus
aBTOMAaTU3HUPOBAHHBIX CHCTEM

1 TpeboBaHui 10 3amure nHpopManuy. PakTopkl, BAUAIOMINE HA
TpeOyeMbIi YpOBeHb 3aIuThl HHGopManu. /JIex/

6

2

JI1.1 J11.2 JI1.3
€

52

ITpyauHEL, BUIBI, KaHAJBI YTEUKH W HCKaKeHNS HHpopMarmu. /J1ad/

JI1.1 J11.2
€

Pa3gen 6. @yHKUUHU U 321a4H 321U THI HHpOpPMALMKU

6.1

Mertozs! popmupoBanus GyHKIHH 3anuTel. COKpbITHE HHPOpMALIUH O

CpeacTBax, KOMIUICKCAX, 00BEKTaX M CHCTEMAaX O6pa6OTKI/I I/IH(l)OpMaL[I/II/I.

Jesundopmanus npotuBHuKa. Jlerennuposanue. Beenenne
M30BITOYHOCTH DJIEMEHTOB CHCTEMEI. Pe3epBrUpoBaHIE DIIEMEHTOB
cucTeMbl. PerynupoBaHue JOCTyIa K 3JIEMEHTaM CHCTEMBI U
3amumaeMoi napopMamuu. PerynupoBaHue UCIOTb30BaHMSI AJIEMEHTOB
CHCTEMBI ¥ 3aluiaeMoit napopmauu. MackupoBka HHOOPMAITIH.
Peructpauus ceenenuit. YHuuToX)eHue napopmanuu. ObecneueHne
curdanusanuu. /JIex/

J1.1J11.2J11.3
€]

6.2

DyHKIMY ¥ 337a49u 3amuThl nHGopMarwu. /Cp/

J1.1J11.2J11.3
Ol

6.3

DyHKINY ¥ 3a7a9u 32U Thl HHGopMary. /J1ab/

JI1.1 JI1.3
€

Pasnen 7. Kpunrorpadguyeckne MmeToasl 3aiuThl HHGOpManuu

7.1

Knaccugukamnus kpunrorpaduieckux MeTo0B. TpaaulnOHHbIE
(CMMMeTpHYHBIC) KPHIITOCUCTEMBI. BIIOKOBBIE M ITOTOYHBIC IU(PBI.
CTOHKOCTh KPHITOCHCTEM. AMEPUKAHCKHI CTaHAAPT MH(POBaHUSA
nmaHHeIX DES. OteuecTBeHHBIM cTaHAapT KpUNTOrpauyecKoi
3amuthl [OCT 28147-89. AcHMMETpUYHBIE KPUIITOCUCTEMBI.
MaremaTHYecKHe OCHOBBI KPUIITOTPA(UH C OTKPBITHIM KITIOUOM.
Kpunrocucrema RSA. Kpunrocucrema Onpb N'amans. Kpunrocucremst
0e3 mepeaayn KIoUue.

VYnpasnenue knouaMu. MeTo bl TeHepallui, XpaHEeHUs U paclipeneneHus
kirogeii. IIpoToxous! ypapieHus KirrodamMu. MHppacTpykTypa OTKPBITBIX
kirogeil. LHudpossie cepTuduxatsl. DIeKTpoHHAS HU(PPOBas IMOAIICH
(BLIT). OgHoHanpaBiIeHHAsS XA1I-PYHKITUS.

/JTex/

J1.1J11.2J11.3
€

72

[TpuauHbI, BUIBI, KAHAIBI YTEUKN M UCKakeHHs nHpopmarmu. /Cp/

JI1.1J11.2 J11.3
€

7.3

Kpunrorpagpuuecknue meto s 3amutel nHGopmarun. /Cp/

J1.1J11.2J11.3
€

7.4

Kpunrorpadudeckne METO b 3aUThl HHGopMaruu. /J1ad/

J.1
Ol

Pa3gen 8. Meroabl 321U ThI 0T HECAHKIIMOHUPOBAHHOI'O 10CTYIIA K
uHpopManMH U TEXHHYECKHM pecypcaM ceTeii
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8.1 Wnentnduxanus n ayreHTH(UKanns 00beKkToB ceTH. M nenTudukamms u 6 1 JI1.1 J11.2
MOITBEPIKICHIE JI1.3J12.1
MOAJIMHHOCTH ToJIb3oBatereil cetu. [IpuMenenue napoieit u €)!
OMOMEeTPHUYECKUX CPECTB ayTeHTH(UKAINH MToIb30BaTenei. [IpoToKoIIE!
B3aMMHOM IIPOBEPKHU ITOIMHHOCTH OOBEKTOB CETH.

MesxceTeBoe skpaHupoBanue. [IpHHIMIBI TOCTPOCHHS U
(bYHKIIMOHUPOBAHMS MEXKCETEBEIX dkpaHoB (MD). Kitaccudukarst MO.
OCOOEHHOCTH MEXCETEBOTO SKPAaHMPOBAHUS HA PA3ITMIHBIX YPOBHAX
mozenu OSI. OGecnedeHne eT0CTHOCTH HHPOPMALIUH.
Ayrentuduxarys napopmanuu u LT coobieHwi.
OpHoHampaBiIeHHbIe XAM-QYHKIMH. KoIBI IPOBEPKH ITOTHHHOCTH
nH(pOpMaINH.

CpencrBa aHTHBUPYCHOIT 3amuThl. Knaccudukaiys BUpycoB U CpeaCTB
3aIIUTHL. BBl aHTHBHPYCHBIX MPOTPAaMMHBIX ITIPOIYKTOB.
XapakTepucTuka Hambojee MOIMYISAPHBIX AHTHBUPYCHBIX MTAKETOB.

/JIex/

8.2 MeToabl 3aUTHl OT HECAHKIIMOHUPOBAHHOTO TOCTYMa K HHPOPMALIUU H 6 1,5 JIT.1JI1.2
TEeXHUYIECKUM pecypcam cereit. /Cp/ JI1.3J12.1
€

8.3 MeToabl 3alUTHl OT HECAHKLIMOHUPOBAHHOTO JIOCTYNa K MHPOPMALIUU U 6 4 JI1.1J12.1
TEXHUYECKUM pecypcaM ceTeid. /J1ab/ 21

Pa3znen 9. ApxuTekTypa ¥ MeTO/Ibl OPraHU3alUH CHCTEM 3alUThI
uHpopManuu

9.1 ApXHUTeKTypa cHCTeMbI 3amuTsl HHpopMarmu (C31). Dtamsl co3gaHus 6 1 JI1.1J11.2 J11.3
C3U. Bugs! ob6ecneuenus C3U. [punuumns! pazpadotku C3U. 21
Crenuaiu3upoBaHHbIE TPOTPAMMHO-AIIAPATHBIE CPEICTBA 3aIUTHI
nHpopmannu. CpeacTBa 1 MEXaHU3MBI 0OecTIeueHNs 0€30acHOCTH
cereBoro obopynoBanus Cisco systems. CepBepsl f0oCTyna
(opanamayaper) Cisco ASAS500. CpenctBa oOHApYKEHHST BTOPIKESHHIH
IDS 4200. /Jlex/

9.2 ApXUTEKTypa U METO/Ibl OPTaHU3ALUU CUCTEM 3aAILUTHI 6 2 JI1.1 J11.2 J11.3
nadopmanuu. /Cp/ €)!

9.3 ApXHUTEKTypa ¥ METOIbI OPraHU3ALUH CHCTEM 3aIHUTHI 6 4 JI1.1
nHpopmaruu. /J1ad/ 21

Pa3nen 10. Unas konTakTHasi padora

10.1 | HouBuIyadbHbIE KOHCYABTALNH, TEKYIUH KOHTPOJb. /MKP/ 6 4,5 JIT.1JI1.2
€|

6. ®POHJI OHEHOYHBIX CPEJACTB

6.1. IlepeyeHb BHIOB OLEHOYHBIX CPEICTB

1. CamocrosTensHas paboTta B (hopMe JOMAIIHUX PaboT
2. I[IpoBepka MoHATHITHOTO anmapara (orpoc)

3. Yyactre B KOH(EpEeHINH

4. KoMIbIOTEpHOE TECTUPOBAHUE

6.2. Tunoskie KOHTPOJIbHBIC 3a1aHUSl U UHBIEC MAaTEPHUAJIbI 11 TeKyllleﬁ aTTeCTaluu

1. Kakne MeponpusTis ¢ HCIOJIB30BAHIEM MACCUBHBIX TEXHHYECKUX CPEICTB IO3BOJIIOT 3aKPHIBATh KaHAIEI
yreuky nHpopmanuun?

A) Jlokanuzanus u3my4eHui;

B) I[IpocTpaHCcTBeHHOE 3allyMIICHHE;

B) PazBs3piBaHme HHGOPMAIOHHBIX CUTHANIOB,

I') JIuneiinoe 3amrymieHue;

) YHH4YTOXKEHHE 3aKJIa{HBIX YCTPONCTB.

2. Kakue U3 TEXHMUECKHX KaHAJOB yTeYKH MH(OPMAIIMHU OTHOCATCS K peueBoi nHdopmarun?
A) DneKTpOMarHuTHBIE;
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b) BubpannonHsie;
B) Ontuko-31eKTpoHHbIN;
I') Dnexrpuueckuii.

3. OCHOBHBIE YrpO3bI JOCTYITHOCTH HH()OPMAIIUH:
A) HenpeHaAMEpEHHBIE OIIMOKH MOJIb30BATEICH;

b) xakepckas araka;

B) oTka3 mporpaMMHOTO U anmapaTHO 00eCTICUeHHS;
I') nepexBat qaHHBIX.

4.  TlpuHIMITHAIEHOE OTIIMYHE MEeXKCETeBbIX dKpaHoB (MD) ot cucrem oOHapyxkeHus atak (COB):

A) MD 6butn pa3paboTaHsl U aKTUBHOM nin maccuBHOH 3amuTsl, a COB — A1t akTHBHOTO MM ITACCUBHOTO OOHAPYKCHHUS;
B) M3 06butu pazpaboTaHbl 1)1 aKTUBHOTO MJIM TAaCCUBHOTO oOHapykeHus, a COB — a1 akTHBHOM WM TACCUBHOM 3allIMTHI;
B) M3 paboraror ToipKO Ha ceTeBoM ypoBHe, a COB — emie u Ha pu3HUECKOM.

5. Ilox yrpo3oii ynaneHHOro aAMUHUCTPUPOBAHUS B KOMIIBIOTEPHON CETH TOHUMAETCS YIpo3a ...
A) HECaHKIIMOHUPOBAHHOTO YNPABIECHUS yAaTE€HHBIM KOMIIBIOTEPOM;

B) BHEIpeHNs arpecCHBHOTO MPOTPAMMHOTO KOJIa B paMKax aKTHBHBEIX 00hekTOB Web-cTpaHui;

B) mepexBara uny HOAMEHBI JAHHBIX HA MyTSX TPAHCIIOPTHPOBKU

BMEIIATENbCTBA B INUHYIO KU3HB;

I') mocraBky HEMIPHUEMIIEMOTO COICPKaHUS.

6.  Haubonee a3¢hhexTHBHOE CPENCTBO IS 3aLIUTHI OT CETEBBIX aTak?

A) Ucnonp3oBaHue ceTeBbIX 3KkpaHOB win «firewally;

b) Vcnons30Banre aHTUBUPYCHBIX TIPOTPaMM;

B) Ilocemenne ToIbKO «HAAEKHBIX)» VHTEpHET-Y37I0B;

I') Ucnionp3oBaHMe TONBKO CePTUGUIIMPOBAHHBIX IPOrpaMM-0pay3epoB MU AOCTYIE K ceTh MHTepHeT.

7. HHbopMarms, COCTaBISIONAas TOCYJapCTBEHHYIO TAlfHY HE MOXKET IMEThb TpUd. ..
A) «aist cy>KeOHOTO TIOIb30BaHU;

b) «cexperHO®;

B) «coBepuieHHO CeKpeTHOY;

I') «ocoboit BaxkHOCTIY.

8. Pasmensl coBpeMeHHOW KpUITOTpaHH:
A) CumMeTpHYHBIe KPHITOCHCTEMEI,

B) Kpuntocucremsl ¢ OTKPHITHIM KIIOYOM;

B) Kpunrocucrems ¢ 1y0nupoBaHuEM 3aIUTEL;
I') Cuctemsl 31eKTPOHHOH ITOIIHCH;

1) Ynpasnenue napoJisiMu;

E) Ynpasnenue nepenayeii 1aHHBIX;

E) Ynpasnenue xmouamu.

9.  Cyrp xoMnpomMeTaruu HHGopManuu?

A) BHeceHre n3MeHeHHUI B 0a3y TaHHBIX, B PE3YJIETATE YETO MTOJB30BATENb JIUIIACTCS JOCTYIa K HHOPMAIIHIH;

b) HecankmmmoHnpoBaHHBII JOCTYN K IIepeaaBaeMoi HHGOpMALMH MO KaHaJIaM CBS3M M YHUYTOXEHHS COIepKaHHS
nepeiaBaeMbIX COOOIICHUH;

B) BHecenne HecaHKIIMOHMPOBAHHBIX U3MEHEHUH B 0a3y NaHHBIX, B pe3yJbTaTe 4ero NoTpeOUTENb BEIHYXICH JTH00
OTKa3aThCs OT He€, MO0 MpelnpHHAMATE JIOTIOJIHUTEIbHbIE YCUIIHSL ISl BBISIBJICHUS] U3MEHEHUH U BOCCTAHOBJICHUS
VCTUHHBIX CBEJCHUU.

10. K dpopmam 3amuThl HHGOPMAITUK HE OTHOCHTCH. ..
A) aHanutuyeckas;

b) mpaBoBas;

B) opranuzannoHHO-TEXHUYECKAS,

I') crpaxoBasl.

6.3. TunoBble KOHTPOJIbHBIE BONIPOCHI U 3aJaHUSI JIsl IPOMEKYTOYHOH ATTeCTALUM

1. O6mras npobiema nHGoOpManHOHHOH Oe30macHoCTH HHYOPMAaIMOHHBIX cHcTeM. JIOKTpHHa HH(POPMAIOHHON
6esonmacHoct PO
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2. IIpropureTHBIe HaNpaBIEHHS B 00JTACTH 3alIUTH HHpOPMAX. TeHIeHINN pa3BUTHA HH(POPMAI[OHHON

TMOJIMTHUKU TOCYAApPCTB U BEAOMCTB.

3. 3amura nHGOpManuK, TalHa, CPEACTBA 3aLIUTH HHPOPMALUH, YTPO3bl U ONPEACICHHS, CONOCTaBICHHE.
4. OTtamnsl pa3BUTHI WHGOPMAMOHHOH 0€301TaCHOCTH.
5. TpeboBaHMs K CHCTEME 3aIUTHI HH()OPMAIUH.
6. IMoka3zarenu nHpoOpMaIyy.
7. ITonsitue yrpossl. Buasl yrpos.
8. INocmenoBaTenbHOCT PEMICHHS 33429 3aIIUTHl HH(OPMAITHH.
9. DynnaMeHTaIbpHble TPeOOBaHMUS, KOTOPBIM JODKHBI YAOBIETBOPSATE TE BBHIYMCIUTEIbHBIC CHCTEMBI, KOTOPBIE
HCIIONB3YIOTCS 17151 00pabOTKH KOH(PUACHIIMANEHOH HHPOPMaLUH.
10. Mertons! GopMupoBaHKS (HYHKIMIT 3aIUTHI.
11. VYmpapneHue CHCTEMOH 3aluThl HH(OPMAIIHH.
12. Obecneuenre TpeOyeMOro YpOBHSI TOTOBHOCTH OOCTYKHBAIOIIETO MEPCOHANA K PEeIleHHIO 3a/1ad
nH(pOpMaMOHHOH 6€30IacHOCTH.
13. Knaccupukanus xpunrorpaguaecKiux METOHOB.
14. CTOMKOCTh KPUIITOCHUCTEM.
15. AcuMMeTpUYHbIE KPHIITOCUCTEMBI. MaTeMaTHYeCKHe OCHOBBI KPUITOTPA(UH C OTKPBITHIM KITIOUOM.
Kpunrocucrema RSA..
16. Kpunrocucrema Db amars.
17. Kpunrocucremsl 6e3 nepeaaun Kirouei.
18. VYupapneHue KodaMu. MeToabl TeHepalii, XpaHSHUs. U pacpeeTeHIs KITFodei.
19. IIpoTOKOBI yIpaBIeHUS KIOYaMH.
20. Hudposele ceptuukarel. InekTpoHHas nudposas noamucs (SLII).
21. WneHTudukamnus 1 ayTeHTUPUKAIMI 0ObEKTOB CETH.
22. Vnentnduxanus 1 MOoATBEPXKICHHE MTOUTMHHOCTH TI0JIb30BaTeNel ceTr. [Ipumenenne mapoiei u
OMOMETPHUYECKUX CPEICTB ayTeHTU(HKALUH MOIb30BaTEIICH.
23. MesxcereBoe 3kpaHupoBaHue. [I[pUHIMIIBI TOCTPOEHUS M (PYHKIIMOHUPOBAHUS MEKCETEBBIX 3KpaHoB (MD).
Krnaccnpuxanus M3.
24. OCOOEHHOCTH MEKCETEBOTO IKPAaHUPOBAHMS Ha PAa3IMYHBIX ypoBHAX Moxermn OSIL
25. Obecneuenne nenoctHocTd uHGopmarmu. Ayrentudukamus uHGopmanuu u DI coobmenuil.
OnHoHanpapiIeHHbIE XAI-(QYHKIMH. Koabl MPOBEPKH IO UTMHHOCTH HHOPMAaLUH.
26. CpencrBa aHTUBUPYCHOM 3alllUTHI.
27. ApxuTtekTypa cucTeMsl 3amuTsl nHGopmanun (C31).
28. CpezcTBa U MeXaHH3MBI OOecIeueHHs1 0e30MacHOCTH ceTeBoro obopynosanus Cisco systems.
29. CpencrBa oOHapyxkeHus Bropxxeruit IDS 4200.
6.4. Kputepuu oneHuBaHUA
1. CamocrosTenbHas padoTa B hopme qoManiaux pabor - 0-5 6amion
2. IIpoBepka MOHATHHHOTO ammapara (0mpoc) - 0-10 6ammoB
3. Yuactue B KOH(pepeHIUn - 0-10 6amnoB
4. KoMmnbroTepHOE TECTUPOBaHUE - 0-20 6amtoB

Jlist morrycka Ha 3a4eT MO AUCHUILIHHE CTYACHT JoJDKeH Habpath 40 OayroB. 3adeT MpoBOAMUTCA B Ba dTana. Ha mepsom
9Tamne CTyAEHT BBINOIHAET KOMIIbIOTepHBIN TecT U3 10 Bompocos. [IpogomkurensHoCcTs — 10 25 MunHyT. Ha BTOpom sTamne
CTYACHTY BBITAETCS TEOPETHIECKUI BOIPOC ITO OJHOMY M3 pa3/iesioB IUCIUIUIMHEI N3 0a3bl KOHTPOJIBHBEIX BOIIPOCOB K
3agety. Bpems BemonaeHns — 10 20 MuHYT. MakcuMallbHOE KOJIMUECTBO 3apabaThIBaeMBbIX OaioB — 25.

«3aureHo» (He HIKE 60 6ATUIOB) — BBICTABISETCS CTYACHTY, €CJIHM: OH TBEPAO 3HAET MPOTPAaMMHBII MaTepual, TpaMOTHO U
IO CYIIECTBY €TO M3JIaraeT; Bila/leeT OCHOBHBIMH METO/IaMH; HE JIOITYCKAET CYIIECTBEHHBIX OIINOOK; yMEeT NPHUMEHSTh
OCHOBHBIC TOJI0KEHNS Ha TIPaKTHKE, BHIIIOIHACT TeCT He MeHee yeM Ha 60 %.

«He 3aureno» (Hmke 60 6amIoB) — BEICTABISIETCA CTYICHTY B TOM CIIydae, €ClIM OH: He 3HaeT OCHOBOIIOJIATAIOMINX
BOIIPOCOB M3y4aeMOT0 Kypca WM 3HAYUTEIbHON YacTH MPOrPaMMHOTO MaTepHalla; JOIycKaeT OINOKH, 0OHapyKUBaeT
HEYMEHHE UX HCIPABIIATE; HE MOXKET YBA3aTh TEOPHIO C IPAKTHKOM, BBITIONTHACT TecT MeHee 4yeM Ha 60 %.

CryneHTsl, He HaOpaBIINe JOCTaTOYHOTO KOINYECTBa OAJIOB B TEUEHHE CEMECTPA M HE BHIMOJTHUBINUE IIPAKTHICCKHE
paboTHI cOaroT 3a4eT MOBTOPHO B hopMe Oecebl COBMECTHO C PEIIEHUEM 3adauH.

OTH KPUTEPHH TOBOAATCS 0 CBEJICHHUS CTYACHTOB B X0JI¢ yIeOHOTO MpoIiecca 1 MPOBEACHUN KOHCYIbTAaNHA.
IIpu oueHKe 3HaHUH CTYIEHTa YYUTBIBAIOTCS TAKKE:

- pe3ynbTaThl TEKYIIETO KOHTPOJIS;

- MIOCETIAeMOCTh Y4eOHBIX 3aHATHII;

- aKTUBHOCTb BO BpEMsl 3aHATUIL;
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- ydJactue B HayqHOH pabore;
- HaJIM4YKE HABBIKOB CAMOCTOSTEILHOMN U HCCHeﬂOBaTEHLCKOﬁ pa6OTLI.

HpI/I HCO6XOHI/IMOCTI/I HWHBAJIMJAAM M JIMIaM C OTpaHWUYCHHBIMU BO3MOKHOCTAMHU 3J0POBbS MPEAOCTABIISICTCA
JOTIOJTHUTEIBHOC BPpEMSA IJI IMMOATOTOBKHM OTBETA HA 3a4Y€TE.

ITpu nmpoBeneHUN POLIETYPHI OIICHUBAHUS PE3YNIETATOB 00YUSHHUS HHBAJIMIOB H JIHI] C OTPAHHYCHHBIMH BO3MOKHOCTSIMH
3J0POBBSI IPETyCMaTPHBACTCS HCIIOJIB30BAHIE TEXHIUECKUX CPEICTB, HEOOXOANMBIX M B CBSI3H C X WHIUBHUAYaIEHBIMA
0COOEHHOCTSIMH. DTH CPEACTBA MOTYT OBITh NpeaocTaBieHs! Yenl Y uiin MOTYT UCIIONIB30BAThCsl COOCTBEHHBIE TEXHUYECKUE
cperncTsa.

ITpouemypa orieHUBaHUS PE3yIFTATOB OOYIECHHUS HHBAJIHM/OB H JIAI] C OTPaHIMYEHHBIMHA BO3MOKHOCTSIMH 370POBbS TI0
JUCIUIUIMHE IpeyCMaTpUBaeT PeJOCTaBIeHHE HHPOpMAIHH B (hOpMax, afalTHPOBAHHBIX K OTPAHIUYCHUSIM HX 3{0POBbS U
BOCIIPHATHUS HH)OPMALIUH:

JUTSL JTAII C HAPYIICHUSIMHU 3pSHUS:

— B [IeYaTHOH (popMe yBeTHIEHHBIM IPHPTOM,

— B (popMe IIEKTPOHHOTO JOKYMEHTa,

JUISL JTALL C HAPYIICHUSIMU CITyXa!

— B Ie9aTHOM (opme,

— B (hopMe PITEKTPOHHOTO JJOKYMEHTA.

JUISL AL C HAPYIICHUSIMU OTIOPHO-/IBUTATEIBHOTO anmnapara:

— B reyaTtHOH Qopme,

— B (hopMe IEKTPOHHOTO JIOKYMCHTA,

ITpu npoBeieHUH ITPOLIEAYPhI OLEHUBAHMS PE3YIbTATOB O0YYEHHMS HHBAJIMJIOB U JIUIL C OTPaHMYEHHBIMH BO3MOXKHOCTSIMH
37I0pOBBSI 1O TUCLIMILTMHE 00ECIICUNBACTCS BBINOIHEHUE CIIEAYIOIINX TOIOIHNUTENBHBEIX TPEOOBAHUH B 3aBUCHMOCTH OT
WHIVBHIYaTbHBIX 0COOCHHOCTEH 00ydarommxcs:

a) MHCTPYKIHXSA 110 MOPSIKY IPOBEACHUS IIPOLIEAYPHI OLICHUBAHUS MPEIOCTABIISACTCS B JOCTYIMHOH (opme (YCTHO, B
MHUCBMEHHOIT opme);

0) mocrymHast hopMa IPeJOCTaBICHHS 3aJaHHI OIICHOYHBIX CPE/ICTB (B MeyaTHOH (opMe, B TedaTHON GopMe yBeTHICHHBIM
mpudToM, B hopMe INMEKTPOHHOTO JOKYMEHTA, 3aJaHNs 3aUNTHIBAIOTCSI ACCHCTCHTOM);

B) IocTymnHas (popMa MpeJoCTaBlIeHUsS OTBETOB Ha 3a1aHus (IMCbMEHHO Ha Oymare, HaOOp OTBETOB Ha KOMITBIOTEPE, C
HCIIOJIb30BaHUEM YCIIYT aCCUCTEHTA, YCTHO).

ITpu HEOOXOAMMOCTH AT 00YJAFOMIMXCS ¢ OTPaHMYSHHBIMH BOZMOXKHOCTSIMH 310POBbS I HHBAIHAOB MIPOIIEAypa
OILICHUBAHMSA PE3YAbTATOB O0YIEHHS 110 JUCIUIIIMHE MOXKET IPOBOAUTHCS B HECKOJIBKO 3TAIIOB.

7. YHEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIUIIJIMHBI (MO Y JIS)

7.1. Pexomenayemasi 1uTepaTypa

7.1.1. OcHoBHas1 JMTEpaTypa

ABTOpBI, 3ariaBue WznarensctBo, | Pecype
JI1.1 |Counsia B. T HudopmannonHas 6e301MaCHOCT BEMHCIUTEITBHON TEXHUKH: Tomck : Dnb 9BC
ydaeOHOe mocodue Konrent, 2011
(https://biblioclub.ru/index.php?page=book&id=208694)
JI1.2 | 3arunaitnos FO. H. OcCHOBBI HHPOPMAIIMOHHOM 6€30MACHOCTH: KypC BH3YaJIbHBIX Mockaa, 9bC
JeKknuii: yaebHoe mocobue Bepmmn : [lnpext
(https://biblioclub.ru/index.php?page=book&id=362895) -Menua, 2015
JI1.3 | ABepuenkos B. 1. Aynut uH(popMannoHHOH 6e30nacHOCTU: ydeOHOe TTocooue Mocksa : 3bC
(https://biblioclub.ru/index.php?page=book&id=93245) OJINMHTA, 2021
7.1.2. JlonoiHUTEIbHAS JIUTEPATYPA
ABTOpBI, 3arnasue WsnarensctBo, | Pecypc
JI2.1 |T'onuxos A. M. OCHOBBI IPOEKTUPOBAHUS 3AIUIIICHHBIX Mockga : 9BC
TEICKOMMYHHKAIIMOHHBIX CHCTEM: ydeOHOe ocodne [uis TYCVYP, 2016
cnermanuterera: 10.05.02 napopmanronHast 6e30MacHOCT
TEJIEeKOMMYHUKAIIMOHHBIX CUCTEM. KYpPC JIEKIIMH, KOMIIBIOTEPHBII
MPaKTHKYM, KOMIIBIOTEPHBIC JTa00paTOpPHbIC PaOOTHI U 3a/JaHUE
Ha CaMOCTOSTEIBHYIO PaboTy
(https://e.lanbook.com/book/110273)

7.2. Ilepeyenn pecypcoB HHGOPMALMOHHO-TEJIeKOMMYHUKALMOHHOI ceTn "UHTepHeT"
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D1 | YHuBepcuTeTckas OnOIMoTEKa OHIAWH [ DIEKTPOHHBIH pecypc] : aeKTpoHHO-0nbmoTeynas cucrema (O6C) / OO0
Hupextmenua [Ta6numunr http://biblioclub.ru/

7.3 llepevyenb uHGOPMALMOHHBIX TEXHOJIOT U

7.3.1 IIporpamMmHoOe obecrieyeHue

LMS Moodle

Adobe Reader

Microsoft Office Professional Plus 2010 (JTuenzust Tpounkoro ¢umuana)

Microsoft Office Professional Plus 2013 (JTumenzust Tpounkoro ¢umuana)

Atiper (IREN)

MS Office365

7.3.2 IIpodeccuonanbHbie 6a3bl AAHHBIX U HHPOPMALMOHHO-CIIPABOYHbBIE CUCTEMbI

1. NHO®OPMHUO [DnekTpoHHBIH pecypc] : 3JIEKTPOHHBINA CIPAaBOYHHK [00ecTieUeHHe BCEX THIIOB 00pa30BaTENbHBIX
YIpEeXICHUH HOPMATUBHBIMH, METOAWIECKIMH, HAYIHO-TIpaKkTHIecKUMH MaTepraitamu]. — URL: http://www.informio.ru/.

2. HammonaneHas snexktponHas 6udmnoreka (HOB) [DnexTpoHHBIH pecypc]: 00beIMHEHHBIH MIEKTPOHHBIH KaTaior
(dhonmoB poccuiickux oudmmotek: cait. — URL: http://H306.pod.

8. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUITIJIMHbI (MOAYJIS)

MarepnaapHO-TEXHHYECKOe oOecliedeHne peatn3aniy pabodeil mporpaMMbl AUCHUIUTHHEL « THpOpManmoHHast
6e301acHOCTh U 3aIUTa HHGOPMAIIW) BKIIIOYACT:

- OCHOBHYIO W JIOTIOJIHUTEIIFHYIO JINTEPATYPY;

- TI00bIe y4eOHBIE aymUTOpHH (TIOCaJOYHBIE MecTa He MeHee 15) ¢ mpoeKkTopaMu MyIbTHMEIHa-000pyIoBaHHEM
(mpoekTop, HOYTOYK MJIM CTallMOHAPHBIA KOMITBIOTEP) [UIS TPOBEICHUS JISKIIMOHHBIX 3aHATHIl B 3aBUCUMOCTH OT 3aHATOCTH
aynutopHoro Gonaa ¢punmana;

- ydeOHas ayguTOpHs Ui MPOBEICHUS CaMOCTOSTEIBHON pabOTHI CTYNEHTOB;

- HaJIMYUe TIOMEIIEHUH U CaMOCTOSTENBHON PadOTHl ¢ KOMIIBIOTEPHONH TEXHHUKOH M C BO3MOYKHOCTBIO
noaKJIroYeHus K ceT "MHTepHeT" n obecredeHreM 10CTyma B AJIEKTPOHHYIO HH(POPMAIIMOHHO-00pa30BaTENbHYIO CPEAyY
OpraHM3alyu;

- caiit tfmoodle.csu.ru, Ha KOTOPOM PACIONOKEHBI MaTEPUANIBI I OPTaHU3AINH CAMOCTOSITENBHON PabOThI
CTYJICHTOB.

- O6yT{CHI/IC HWHBAJIMAOB U JIMI C OrpaHUYCHHBIMU BO3MOXXHOCTAMHU 340POBbA OCYIIECCTBIACTCA C NPUMCHCHHEM
CJICAYIOIICTO CICIUAJIbHOTO O60pyIIOBaHI/I}IZ

a) IS JIIL C HapyIIEHHEeM ciryxa (KOJIOHKH, MYJIbTUMEIHIHHBIA TIPOEKTOP);

0) 1 U1 ¢ HAapyIIeHueM 3peHHs (MYIbTUMEIUIHBIN MPOEKTOP (MCHOIb30BaHUE IPE3CHTALUN C YKPYITHEHHBIM TEKCTOM));

B) JUIS JIMLL C HAPYILIEHHUEM OTIOPHO-JBUIAaTENbHOTO anmnapaTa (epcoHaabHble MOOUIbHBIE KOMITBIOTEPH).

9. METOAUYECKHUE YKA3AHUSA 1JIAA OBYYAIOIIUXCA I[1O0 OCBOEHUIO JUCHUITIJIMHBI (MOAY JIS)

1. Obue MeToIMYecKue yKazaHusl 10 U3YYSHHUIO JUCITUTLTIHBI

Oo6yuenne qucruumHe « MHGOpManmonHas 6€30mMacHOCTh U 3aIIuTa HHPOPMAIHI) BKIIIOYAET B CE0sI CIISIYIOIIHE
OCHOBHBIC ITIOJIOXKCHU A

— U3y4yeHue 0a30BBIX METOA0B M TEXHOJIOTHH 3aIIUTHl HH()OPMAIIH;

— N3y4EeHHE TEXHOJIOTHH paboThI CO CIOKHO CTPYKTYpHPOBaHHOI HH(pOpMaLUei;

- (I)OPMI/IpOBaHI/Ie YMEHUA HAXOOUTh HpaBI/IHBHHI\/‘I METOX IJIA PEIICHUA IMOCTABJICHHBIX 3a1a4.

[Tpu u3yueHnn AUCHUIUIMHBI CTYISHT JOJDKEH OBIAIeTh 0230BBIMH METOAAMU M HOBBIMH METOJaMU PabOTHI C CUCTEMaMH
3aIUTHl HHpOPMAIMK, YICHUTB NOHATHITHBIN annapat C3U, HayanTbest npoektupoBats C3U, aHaIM3UPOBATh MOTY4EHHBIE
PE3YJIbTATHI. HJ’IS{ JOCTUKCHUA JTOH [eiIn CTYACHT JOJDKCH:

— OcymiecTBIATh (pUKcanuio HHGpOpMAIUH B HHTEIUICKT-KapTax, YTO0B IMETh B HAIMYUH OTBETHI HA BONIPOCHI IIPOTPaMMEI
W3y4aeMOW JUCLUILIIUHBI.

— TBopueckH NPUMEHATh U3y4CHHbBIE METO/IbI PAOOTHI B IIPOEKTaX.

- B mporecce 00ydeHNs OCYIIECTBIATE TINATENbHYIO IPOPadOTKy HH(POPMAIUH, OIyIeHHOH B XOJ€ JEKIIHOHHBIX
3aHATUI U YTeHHs yueOHMKA, IPEeAyCMaTPUBAIOILYIO 3aIIOMUHAHNUE OCHOBHBIX IOJIOKEHUH, ()OPMYITHPOBOK, ONIPEIEICHHH,
MPUHLIUIIOB, METOIOB.

- B mporecce 00ydeHNsT TBOPYECKH U CaMOCTOSTENIBHO PadOTATh C 3aJaHUSMH.
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- BEIMOTHATE TONCK MHPOPMAIMH PA3THIHBIMU CIIOCOOAMH, JUIS Yero TpedyeTcs HHTYUIHS, TBOPUYECKUH
HOTEHIHUAJ, KOTOpPBIE, B CBOIO OUEpE/lb, BEIPA0ATHIBACTCS IIPH PeaIN3alii TBOPUECKUX IIPOEKTOB. DTO HPHUBOIHUT K
HEeo0XO0IMMOCTH Peain30BbIBATh 3aJaHHsI CAMOCTOSITENLHO, B HEAYTUTOPHBIX YCIOBHSX.

B ciysae npuMeneHus Tpu 00ydeHUH AUCIUATUTMHEL SJIEKTPOHHOTO 00YUEHS, TUCTaHIMOHHBIX 00pa30BaTeIbHBIX
TEXHOJIOTHH OOIIeHHe 00YJarOMIXCsI U IPENOAaBaTeNsI OCYIIECTBISETCS B peXKIMe peansHoro Bpemenu (Microsoft Teams,
(OpyMBI, SJIEKTPOHHAS II0YTA, COTOBAsI CBSA3b) M OTJIOKEHHOTO BPEMEHH (CUCTEMBI JUCTaHIMOHHOTO 00ydeHuss Moodle,
ANIEKTPOHHAS T10YTa, (POPYMBI).

Bosbiryro yacTs BpeMeHH 00yJaronuecs CaMOCTOSATENBHO PaboTAIOT ¢ yaeOHO-METOANIECKIMH MaTepranaMu. CTyaeHTHI
HMEIOT BO3MOXKHOCTh KOHCYJIBTHPOBATHCS € ITPEI0IaBaTeNIeM 10 BCEM BOIIPOCaM, BO3HUKAIOIIMM B XOJIE CAMOCTOSTEIILHOM
PabOTHI HOCPEACTBOM CHCTEMBI IUCTaHIIMOHHOTO 00y4eHnst Moodle, 371eKTpOHHOH MOYTHI, COTOBOH CBS3U, (POPYMOB.
Joctyn oOyqaromerocst K yaeOHbIM PECypcaM B PEKHUME OTI0KEHHOTO BPEMEHH, CAMOCTOSTEIILHOW paboThI
OCYIIECTBIISIETCS Yepe3 ceTh MIHTepHeT B yTOOHOM IS HEr0 MECTe, BPEMEHH U TEMIIE.

2. MCTO}]I/I‘IGCKI/IC YKa3aHuA CTyACHTaM I10 BBIITOJIHCHUIO CaMOCTOSITCITEHOM pa6OTBI

1. JI71s BBIMOJTHEHUSI CaMOCTOSITENbHOM pabOThl, HY)KHO MPOpadoTaTh MaTeprabl JEKIUOHHBIX 3aHITUH, a TaKKe
MaTepuansl ydeOHUKa 110 JaHHOU TeMe, U3ydUTh HHTEPHET-PECYPChl, OCBOUTH pab0Ty C COOTBETCTBYIOIIUM ITPOTPaMMHBIM
obecrieyeHNEM.

2. CamocrosTensHast paboTa BEIIIOIHACTCS C MCHOIB30BAaHUEM IO CIEAYIomeil cxeme:

- U3Y4UTh TEOPETHUYECKHH MaTepual Mo MeToAaM paboTsl ¢ HHbOpMaIel pa3IMYHOro BHUJA;

- mo00paTh BapHaHTHI BEITOJHEHUS 3aTaHs;

- pa3paboTaTh TuIaH paboThl;

- BBINOJIHUTG 33JJaHHE C IOJPOOHBIM OOBSICHEHUEM;

- MPEOCTABUTh PE3YNbTAT B BHJE MPUKIATHOTO PELICHHS.

3. HpOBepKa B TCUCHUC CEMCCTpaA PE3YyJIbTATOB CaMOCTOSITETFHOMN pa6OTH IPOBOAUTCA MMPEIOAAaBATCIICM C
TMOCJICAYIOIINM BbBICTABJICHUEM 0aJLIoB.
4. Ecnu CTYACHT HE MOXKET CIIPaBUTHCA C CaMOCTOSITEIIbHOM pa60T0171, TO eMYy HCOGXOI[I/IMO OPpUXOONUTH Ha

JOIIOJIHUTCIIbHBIC 3aHATHA.

10. CHEIIMAJIBHBIE YCJIOBHUS OCBOEHUA JUCIMITJINHBI OBYYAIOHNIUMHUCH C
HWHBAJINJHOCTBIO U OTPAHUYEHHBIMHA BO3MOXKHOCTSAMMU 31O0POBbSA

OcBoeHHE AUCHUILIMHBI MHBAIUAAMH U JULIAMU C OTPAaHMYEHHBIMU BO3MOXKHOCTSMH 370POBbs OCYILECTBIISETCS C
WCIIONIb30BAaHUEM  CIICIMANBHBIX TEXHHYECKMX CPEACTB M TOJO WHGOPMAIMOHHBIX TEXHOJOTHH, IPETOCTaBIIEMBIX
PecypcHBIM y4eOHO-METOJMYECKUM LEHTPOM IO OOYYEHHIO MHBATHUIOB U JIUIl C OTPAaHUYCHHBIMU BO3MOXKHOCTSMH 30pPOBbS
Uenl'Y o 3anpocy oOyuatorerocs.

1. MoOunnpHBIe cHelaIbHbIe TEXHUYECKHE CPENICTBA JUIS JIMIl ¢ HAPYIICHUSMH 3PEHHS: IMOPTATHBHBIH KOMIBIOTEP
¢ BBOJOM/BBIBOZIOM mpudToMm Bpaiins c¢ cuaresaropom peun «ElBraile-W14J G2»; HOyrOykm ¢ mporpaMMHON 3KpaHHOTO
noctyna NVDA; sneKTpoHHbIE YBEIMUYUTENIH Ui YAAJIEHHOTO MPOCMOTpA; BUACOYBEIUUYHUTENN MOPTATUBHBIC; TH IOMIEEp;
IUPPOBBIC TUKTO(DOHBI.

2. MoOunbHEIE CHEIMaIbHBIE TEXHHYECKHE CPENCTBA JUIA JIMII C HApYIMICHHSAMH CIIyXa: CHCTeMa CBOOOIHOTO
3ByKOBOTO IIOJISI CO BCTPOCHHON coBMecTHMOCTBIO ¢ FM-ycrpoiicTBamm; panuokiaccel «ConeT-PCM» ¢ mepemaTdmkom,
3ayIIHBIM HMHIYKTOPOM U HHIYKIIMOHHOHM meTiei; cucreMa HMHGOPMAIMOHHAS Ul clabochbllamux nepeHocHas «Mcrox»
A2 cO BCTPOCHHBIM IUIEEPOM — 3BYKOBBIM HH(OPMATOPOM; ITOKYMEHT-KaMepa; INPOTpaMMHpPYEMbIC CITyXOBBIC aIlnaparhl
WHIBHIYATEHOTO MTOJIb30BAHHUS.

3. AccucTtuBHblE HH(OPMAIMOHHBIE TEXHOJIOTHUH: NPOTpaMMHOE OOecleueHHe JKPaHHOTO JOCTyHa € CHHTE30M
peun NVDA; mnporpaMmbl 3KpaHHOTO YBEIMYEHHMS; HPOrpaMMbl PEYEBOTO CHHTE3a ISl KOMIIBIOTEPOB M HOYTOYKOB;
MPOTpaMMBI PEUEBOTO CHHTE3a ISl MOOMIIBHBIX YCTPOMCTB; SKpaHHAs KJIABHATYpa; SKpaHHAS JIyIIa.

ITpu HeoOXoaMMOCTH I OOYJAIOIMXCA C HApYIICHUSMU 3pEHHS Ha pabodnmx MecTaxX AT HMPOBEACHHS MPAKTUYECKUX WIN
1a00paTOPHBIX 3aHATHH yCTAHABIMBACTCS CIELUAlbHOE MPOrpaMMHOE obecredeHne (IporpaMMa peueBOd HaBHTallMU
NVDA, peueBble CUHTE3aTOPbI, SKPAHHBIE JIYIIbI).

B yueOuble aymuTopnu oOecmedmBaeTcsi OCCIPENSTCTBEHHBIM MOCTYN ISl OOYJAIONIMXCS WHBAIHAOB M OOYJAIONUXCA C
OTpaHUYEHHBIMU BO3MOXKHOCTSIMH 3J0pOBbsl. B Kaxmoi ayguropuu, rie oOydaroTcss HMHBAIUABI U JIMIA C OTPAaHUYEHHBIMU
BO3MOXKHOCTSMH  3/I0POBbSI, IIPEAYCMaTPUBAETCA COOTBETCTBYIONIEE KONMYECTBO MECT [l OOYJaIOIUXCA C y4eToM
HapYIIEHUH UX 310POBBS.

JUis ocBOEHHS MUCHUIIIMHBI MHBAJIHIAM M JHLIAM C OTPAHUYEHHBIMH BO3MOXKHOCTSMH 3[0POBbSl IMPENOCTABISECTCS JAOCTYI K
MEeYaTHBIM HCTOYHHMKAM, HUMEIOMIMMCS B HayuHOH Oubmuoreke Uenl'Y, ¢ MOMOIIBIO CHEHNHANBbHBIX TEXHUYECKHX CPEICTB;
JIOCTYH K 3JIEKTPOHHBIM HCTOYHHKAM, IPEJCTaBICHHBIM B (hOpMe IJIEKTPOHHOTO JOKYMEHTa B (hOHJAE HAydHOH OMONMOTEKH
Yenl'Y wmnm 3neKTpOHHO-OMONMOTEUHBIX CHCTEMAx, C IOMOIIBIO CIICIMANBHBIX TEXHHYECKHMX M IIPOTPAMMHBIX CPEICTB
(paboyee MecTO I HE3PAYETO IMOJIB30BATENsl ¢ MPOrPaMMHBIM OOecredeHHEeM SKPaHHOTO IOCTYyMa ¢ cuHTe30M peun NVDA,
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pabodee MecTO ¢ KOMIBIOTEPHBIM poiuiepoM U kKiaBuatypoil Clevy ¢ OONBIIMMH KHOMKAMHU W C pa3ieisioiell KIaBHIIH
HaKJIAIKOM).

Y4eOHO-METOIMUECKHE MAaTepHallbl Ul OOYJalOMMXCs W3 4YWCIa WHBAJIMIOB M JHI] C OTPAHHMYECHHBIMH BO3MOXKHOCTAMHU
3II0POBBS MIPEAOCTABIIAIOTCA B (popMax, aTalTHPOBAHHBIX K OTPAHNYCHUAM HX 340POBBS M BOCHPHUATHSA HHPOPMAIHH:

JUist UL ¢ HapYIIEHUSIMU 3PCHUST:

- B Ie4aTHOH (hopMe yBeNUUEHHBIM LIPUPTOM,

- B (hopMe IIIEKTPOHHOTO JOKYMEHTA,

- B Gopme aynuoddaiina,

- B meyaTHo# gopme mpudrom Bpaiins.

Jlist UL ¢ HapyIeHUsIMU CITyXa:

- B Ile4aTHOH Gopme,

- B (hOpMe 3NIEKTPOHHOTO JOKYMEHTA.

Jlnist mun ¢ HapyIeHUsIMU OIIOPHO-ABUTATENBHOTO alllapara:

- B Ie4aTHO# dopme,

- B (hopMe 3IIEKTPOHHOTO JOKYMEHTA,

- B hopme ayauodaiina.

JlaHHBIH TepedeHb MOKET ObITh KOHKPETH3UPOBAaH B 3aBHCHMOCTH OT KOHTHHIEHTa 00YJalOmHXCsl.

Jlis MHBANMMIOB W JIMIl C OTPAHWYECHHBIMH BO3MOJKHOCTSIMH 3JIOPOBBSI OCBOCHHE AWCHIUIUIMHBI MOKET OBITH YaCTHYHO WIIH
MOJTHOCTBIO OCYIIECTBIEHO C HCIOJB30BAHHEM AWMCTAHIMOHHBIX 0Opa3zoBarenmbHBIX TexHonorui (Moodle, Adobe Connect
Pro u mp.).

B ocBocHMM IUCIMIUIMHBI WHBANWAAaMH W JIMIAMH C OTPAaHMYCHHBIMH BO3MOXXHOCTSIMH 370POBBS  HCITOJB3YeTCS
WHIUBHOyanbHass pabora. Ilox wHAmMBHIyanpHOW paboToif ToapasymeBaeTcs 1Be (OPMBI  B3aMMOJCHCTBHS C
mpenojaBaTeleM: HWHIWBUAyanbHasi ydeOHas paboTa (KOHCYAbTAalWMH), T.€. JAONOJHHUTENFHOE pa3bsiCHEHHE Y4eOHOTO
MaTepuana M YIIyOJeHHOE H3yd4eHHe MaTepuana ¢ TeMH OOydalomMMHCS, KOTOpBIE B OSTOM 3aMHTEPECOBAaHbI, U
WHIVBHIyalbHas BOCIUTATeNbHAs pabora. VIHAWBUIyaTbHBIE KOHCYIBTAIMHM HAIPAaBICHBl HA WHIWBHIYATH3alNI0 OOYdCHUS
U YCTaHOBJICHHIO BOCIIUTATEIBHOTO KOHTaKTa MEXAy INpernojaBaTelieM M OOydJaromMMCs WHBATHAOM WM OOydarommmcs ¢
OrpaHUYEHHBIMU BO3MOKHOCTSIMU 310POBBSI.

ITpn mpoBemeHNH TPOIEAYPHl OLCHUBAHUS PE3YNBTATOB OOyYeHHs HHBAIMAOB W JIHI[ C OTPAaHHYCHHBIMHA BO3MOXHOCTSIMHU
370POBBSI TI0 TUCHHUIUIMHE OOCCIEYMBACTCS BBIIOJIHCHHE CIICAYIOMNX JOIONHUTENBHBIX TPeOOBaHMI B 3aBHCHMOCTH OT
WHAMBUAYAIBHBIX 0COOCHHOCTEH, 00yJatomuxcs:

a) WMHCTPYKLIHUS 10 TIOPSIKY IPOBEACHUS NPOLEAYphl OLCHUBAHWS IPENOCTABISIETC B HOCTYMHOH ¢opme (ycTHO, B
MICEMEHHOH (hopMe, B MICEMEHHOI (hopme mpudTom bpaiins, ycTHO ¢ NCTIOIB30BaHUEM YCIIYT CYpIOTIEpEBOTINKA);

6) noctymHas (opma MpesoCTaBICHUS 3aJaHUH OIEHOYHBIX CPEACTB (B IMeYaTHOH (opme, B medaTHOH opMe yBETUIEHHBIM
mpudToM, B neyaTHol QGopme mpudrom bpaiins, B opMe 3IEKTPOHHOTO JTOKyMEHTa, 3aJaHus 3a4UTBHIBAIOTCS aCCHCTEHTOM,
3aJJaHus IPEIAOCTABIITIOTCS C UCTIOIB30BAaHUEM CYpIOTIEPEBOa);

B) JgoctynmHas ¢opma MpedoCTaBIeHHs OTBETOB Ha 3afaHus (MMCbMEHHO Ha Oymare, HabOp OTBETOB Ha KOMITBIOTEE,
HOHCbMEHHO mpudToM bpaiins, ¢ HCIOoNb30BaHUEM YCIIYT ACCUCTEHTA, YCTHO).

ITpu mpoBeneHHM NpoLENypbl OLEHUBAHUS PE3YNbTATOB OOy4EHHS HHBANKMAOB U JHI[ C OTPaHUYEHHBIMU BO3MOXHOCTSIMU
3II0POBBS TIPEYCMATPHUBACTCS HCIONIB30BAHNE TEXHHMUYECKHMX CPEACTB, HEOOXOMMMBIX MM B CBS3M C WX WHANBHIYaJIbHBIMHU
0COOCHHOCTSIMU. DTH CPEACTBAa MOTYT OBITH mpemocTaBieHbl YenlY wiam MOTYT HCIONIB30BaThCS COOCTBEHHBIC TEXHHYECKHE
cpernctBa. Ilpu HEoOXOAMMOCTH HHBalIMAAaM U JHIAM C OTPAaHUYEHHBIMU BO3MOXKHOCTSMHU 3I0POBbS IPENOCTaBIAETCS
JOIOJIHUTENbEHOE BpEeMs Uil MOATOTOBKM OTBETAa HA 3a/laHusl, IPOLENypa OLEHWBAHHUS PE3YNbTaTOB OOYdEHHS II0
JUCIUIUIAHE MOXKET MPOBOANTHCS B HECKOJIBKO 3TAIOB.

IMpoBeneHne npouexypsl OIEHHBAHHUS pPE3yIbTaTOB OOy4eHHMS WHBATUIOB U JHI[ C OTPAaHUYEHHBIMH BO3MOXHOCTSIMU
3J0pOBbsI JOIYCKAETCsI C UCTOJIB30BaHHEM JHCTAHIIOHHBIX 00pPa30BaTENbHBIX TEXHOIOTHIA.

© ®I'BOY BO «Yenl'V»




02.03.02, dyngameHTaJIbHAs HHPOPMATHKA M HHPOPMALMOHHBbIE TEXHOJIOTHH,
MaTtemaTnyeckue M aJITOPUTMHYECKHE OCHOBbI MHTEJIEKTYAJIbHBIX CHCTEM,
NudopmannonHas 6e30nMacHOCTb U 3amuTa nHpopmaumu, 2023 roa Hadopa,
o4yHas popma 00yueHUs

[TpopexTop 1o yueOHoM padoTe YTBEPKACHO B.E. ®enopos

Y4denbiM coBeToM Tpounkoro puiaunana ®I'bOY BO «Heal 'V

ITpotokon 3acemanus Ne 13 ot 31.05.2023 r.

IIpencenarens YueHoro cosera

Tpowunkoro ¢punmnana ®I'BOY BO «Uenl'V» COTJIACOBAaHO JI. A. 3axapoBa

3acenanuem lemaprameHTa o6pa3oBaHus
[Tpotokon 3aceqanust Ne 13 ot 30.05.2023 1.
PykoBouTens HanpaBiIeHUs: MOATOTOBKU COTJIACOBAaHO A.C. KyTty3oB

ABTOp (COCTaBUTEIND) C.M. CepeOpsiHcKmit

CtpykTypa padodeil nporpaMMbl COOTBETCTBYeT NpuKasy pekropa ®I'bOY BO
«Heal'¥» ot «13» anpeast 2021 r. Ne 247-1



